Summary

The following is a list of the updates that Sensus has tested and approved to operate with our
software running on Red Hat Enterprise Linux.

Red Hat Enterprise Linux - version

2025-
08-25

2025-
08-25
2025-
08-25
2025-
08-25
2025-
08-25
2025-
08-25
2025-
08-25
2025-
08-25
2025-
08-25
2025-
08-25
2025-
08-25
2025-
08-25
2025-
08-25
2025-
08-20
2025-
08-17
2025-
08-11

2025-
08-07

bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

security
security
security

security

security
security
security

security

RHSA-

2025:14560

RHSA-

2025:14557

RHSA-

2025:14553

RHSA-

2025:14438

RHBA-

2025:14561

RHBA-

2025:14558

RHBA-

2025:14556

RHBA-

2025:14555

RHBA-

2025:14554

RHBA-

2025:14552

RHBA-

2025:14551

RHBA-

2025:14550

RHBA-

2025:14549

RHSA-

2025:14135

RHSA-

2025:13960

RHSA-

2025:13589

RHSA-

2025:13315

Moderate: python3 security update

Important: pam security update

Moderate: python-cryptography

security update

Moderate: kernel security update

NetworkManager bug fix and
enhancement update

libxslt bug fix and enhancement update

tar bug fix and enhancement update

linux-firmware bug fix and
enhancement update

sudo bug fix and enhancement update
bash bug fix and enhancement update
which bug fix and enhancement update
dbus bug fix and enhancement update
gce bug fix and enhancement update
Important: libarchive security update
Important: kernel security update
Moderate: kernel security update

Moderate: gdk-pixbuf2 security update

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0


https://access.redhat.com/errata/RHSA-2025:14560
https://access.redhat.com/errata/RHSA-2025:14560
https://access.redhat.com/errata/RHSA-2025:14557
https://access.redhat.com/errata/RHSA-2025:14557
https://access.redhat.com/errata/RHSA-2025:14553
https://access.redhat.com/errata/RHSA-2025:14553
https://access.redhat.com/errata/RHSA-2025:14438
https://access.redhat.com/errata/RHSA-2025:14438
https://access.redhat.com/errata/RHBA-2025:14561
https://access.redhat.com/errata/RHBA-2025:14561
https://access.redhat.com/errata/RHBA-2025:14558
https://access.redhat.com/errata/RHBA-2025:14558
https://access.redhat.com/errata/RHBA-2025:14556
https://access.redhat.com/errata/RHBA-2025:14556
https://access.redhat.com/errata/RHBA-2025:14555
https://access.redhat.com/errata/RHBA-2025:14555
https://access.redhat.com/errata/RHBA-2025:14554
https://access.redhat.com/errata/RHBA-2025:14554
https://access.redhat.com/errata/RHBA-2025:14552
https://access.redhat.com/errata/RHBA-2025:14552
https://access.redhat.com/errata/RHBA-2025:14551
https://access.redhat.com/errata/RHBA-2025:14551
https://access.redhat.com/errata/RHBA-2025:14550
https://access.redhat.com/errata/RHBA-2025:14550
https://access.redhat.com/errata/RHBA-2025:14549
https://access.redhat.com/errata/RHBA-2025:14549
https://access.redhat.com/errata/RHSA-2025:14135
https://access.redhat.com/errata/RHSA-2025:14135
https://access.redhat.com/errata/RHSA-2025:13960
https://access.redhat.com/errata/RHSA-2025:13960
https://access.redhat.com/errata/RHSA-2025:13589
https://access.redhat.com/errata/RHSA-2025:13589
https://access.redhat.com/errata/RHSA-2025:13315
https://access.redhat.com/errata/RHSA-2025:13315

2025-
08-06

2025-
08-06
2025-
08-05
2025-
08-04
2025-
08-03
2025-
07-31
2025-
07-28
2025-
07-28
2025-
07-28
2025-
07-27
2025-
07-23
2025-
07-22
2025-
07-21
2025-
07-16
2025-
07-16
2025-
07-15
2025-
07-14
2025-
07-14
2025-
07-14

2025-
07-14

security
security
security
security
security
security
security
security
security
security
security
bugfix

security
security
security
security
security
security
security

security

RHSA-

2025:13234

RHSA-

2025:13203

RHSA-

2025:12980

RHSA-

2025:12752

RHSA-

2025:12527

RHSA-

2025:12450

RHSA-

2025:12010

RHSA-

2025:11884

RHSA-

2025:11850

RHSA-

2025:11805

RHSA-

2025:11534

RHBA-

2025:11538

RHSA-

2025:11455

RHSA-

2025:11327

RHSA-

2025:11298

RHSA-

2025:10867

RHSA-

2025:11036

RHSA-

2025:11035

RHSA-

2025:11030

RHSA-

2025:10991

Moderate: python-requests security
update

Moderate: libxml2 security update
Moderate: glibc security update

Important: kernel security update

Moderate: virt:rhel and virt-devel:rhel
security update

Important: libxml2 security update
Important: sqlite security update
Important: unbound security update
Moderate: kernel security update
Moderate: perl security update
Important: git security update

sos bug fix and enhancement update
Moderate: kernel security update
Moderate: glib2 security update

Moderate: kernel security update

Important: java-17-openjdk security
update

Moderate: python-setuptools security
update

Moderate: 1z4 security update

Moderate: emacs security update

Moderate: microcode ctl security
update

v4.14 -
v4.16,CB7.1.0

vd.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.15,v4.16,CB
7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0


https://access.redhat.com/errata/RHSA-2025:13234
https://access.redhat.com/errata/RHSA-2025:13234
https://access.redhat.com/errata/RHSA-2025:13203
https://access.redhat.com/errata/RHSA-2025:13203
https://access.redhat.com/errata/RHSA-2025:12980
https://access.redhat.com/errata/RHSA-2025:12980
https://access.redhat.com/errata/RHSA-2025:12752
https://access.redhat.com/errata/RHSA-2025:12752
https://access.redhat.com/errata/RHSA-2025:12527
https://access.redhat.com/errata/RHSA-2025:12527
https://access.redhat.com/errata/RHSA-2025:12450
https://access.redhat.com/errata/RHSA-2025:12450
https://access.redhat.com/errata/RHSA-2025:12010
https://access.redhat.com/errata/RHSA-2025:12010
https://access.redhat.com/errata/RHSA-2025:11884
https://access.redhat.com/errata/RHSA-2025:11884
https://access.redhat.com/errata/RHSA-2025:11850
https://access.redhat.com/errata/RHSA-2025:11850
https://access.redhat.com/errata/RHSA-2025:11805
https://access.redhat.com/errata/RHSA-2025:11805
https://access.redhat.com/errata/RHSA-2025:11534
https://access.redhat.com/errata/RHSA-2025:11534
https://access.redhat.com/errata/RHBA-2025:11538
https://access.redhat.com/errata/RHBA-2025:11538
https://access.redhat.com/errata/RHSA-2025:11455
https://access.redhat.com/errata/RHSA-2025:11455
https://access.redhat.com/errata/RHSA-2025:11327
https://access.redhat.com/errata/RHSA-2025:11327
https://access.redhat.com/errata/RHSA-2025:11298
https://access.redhat.com/errata/RHSA-2025:11298
https://access.redhat.com/errata/RHSA-2025:10867
https://access.redhat.com/errata/RHSA-2025:10867
https://access.redhat.com/errata/RHSA-2025:11036
https://access.redhat.com/errata/RHSA-2025:11036
https://access.redhat.com/errata/RHSA-2025:11035
https://access.redhat.com/errata/RHSA-2025:11035
https://access.redhat.com/errata/RHSA-2025:11030
https://access.redhat.com/errata/RHSA-2025:11030
https://access.redhat.com/errata/RHSA-2025:10991
https://access.redhat.com/errata/RHSA-2025:10991

2025- buefix RHBA- linux-firmware bug fix and v4.14 -
07-14 & 2025:11038 |enhancement update v4.16,CB7.1.0
2025- RHBA- v4.14 -
07-14 bugfix 2025:11037 lvm2 bug fix and enhancement update v4.16.CB7.1.0
2025- RHBA- . v4.14 -
07-14 bugfix 2025:11033 audit bug fix and enhancement update v4.16,CB7.1.0
2025- RHBA- . v4.14 -
07-14 bugfix 2005:11032 subscription-manager bug fix update v4.16,CB7.1.0
2025- RHBA- v4.14 -
07-14 |Pu8hx 2025:11031  edhat-logos bug fix update v4.16,CB7.1.0
2025- RHBA- v4.14 -
07-14 bugfix 2025:11028 dracut bug fix and enhancement update v4.16.CB7.1.0
2025- RHBA- v4.14 -
07-14 Pugfix 2025:11027 <Patch bug fix update v4.16,CB7.1.0
2025- buefix RHBA- scap-security-guide bug fix and v4.14 -
07-10 & 2025:10786 enhancement update v4.16,CB7.1.0
2025- . RHSA- o ) v4.14 -
07-09 security 2005:10698 Important: libxml2 security update v4.16,CB7.1.0
2025- . RHSA- ) . v4.14 -
07-08 security 202510669 Important: kernel security update v4.16,CB7.1.0
2025- RHBA- v4.14 -
07-08 bugfix 2005:10643 samba bug fix and enhancement update v4.16.CB7.1.0
2025- securit RHSA- Important: container-tools:rhel8 v4.14 -
07-07 Y 2025:10551  security update v4.16,CB7.1.0
2025- . RHSA- ) . v4.14 -
07-01 security 2025-10128 Important: python3 security update v4.16,CB7.1.0
2025- . RHSA- ) . v4.14 -
07-01 security 2025:10110 Important: sudo security update v4.16,CB7.1.0
2025 it RHSA- Important: pam security update V.14 -
07-01 S*U™Y 025:10027 MPOTANLP unty up v4.16,CB7.1.0
2025- . RHSA- y . v4.14 -
06-29 security 20259878 Important: libblockdev security update v4.16,CB7.1.0
2025- . RHSA- ) . v4.14 -
06-24 security 2025-9580 Moderate: kernel security update v4.16,CB7.1.0
2025- RHBA- v4.14 -
0624 bugfix 2025:9552 sos bug fix and enhancement update v4.16,CB7.1.0
2025 curit RHSA- Important: tigervnc security update va.14 -
06-23 Y 20259392 portant- tig yup v4.16,CB7.1.0
2025- securit RHSA- Important: javapackages-tools:201801 |v4.14 -
06-22 Y 2025:9318  'security update v4.16,CB7.1.0


https://access.redhat.com/errata/RHBA-2025:11038
https://access.redhat.com/errata/RHBA-2025:11038
https://access.redhat.com/errata/RHBA-2025:11037
https://access.redhat.com/errata/RHBA-2025:11037
https://access.redhat.com/errata/RHBA-2025:11033
https://access.redhat.com/errata/RHBA-2025:11033
https://access.redhat.com/errata/RHBA-2025:11032
https://access.redhat.com/errata/RHBA-2025:11032
https://access.redhat.com/errata/RHBA-2025:11031
https://access.redhat.com/errata/RHBA-2025:11031
https://access.redhat.com/errata/RHBA-2025:11028
https://access.redhat.com/errata/RHBA-2025:11028
https://access.redhat.com/errata/RHBA-2025:11027
https://access.redhat.com/errata/RHBA-2025:11027
https://access.redhat.com/errata/RHBA-2025:10786
https://access.redhat.com/errata/RHBA-2025:10786
https://access.redhat.com/errata/RHSA-2025:10698
https://access.redhat.com/errata/RHSA-2025:10698
https://access.redhat.com/errata/RHSA-2025:10669
https://access.redhat.com/errata/RHSA-2025:10669
https://access.redhat.com/errata/RHBA-2025:10643
https://access.redhat.com/errata/RHBA-2025:10643
https://access.redhat.com/errata/RHSA-2025:10551
https://access.redhat.com/errata/RHSA-2025:10551
https://access.redhat.com/errata/RHSA-2025:10128
https://access.redhat.com/errata/RHSA-2025:10128
https://access.redhat.com/errata/RHSA-2025:10110
https://access.redhat.com/errata/RHSA-2025:10110
https://access.redhat.com/errata/RHSA-2025:10027
https://access.redhat.com/errata/RHSA-2025:10027
https://access.redhat.com/errata/RHSA-2025:9878
https://access.redhat.com/errata/RHSA-2025:9878
https://access.redhat.com/errata/RHSA-2025:9580
https://access.redhat.com/errata/RHSA-2025:9580
https://access.redhat.com/errata/RHBA-2025:9552
https://access.redhat.com/errata/RHBA-2025:9552
https://access.redhat.com/errata/RHSA-2025:9392
https://access.redhat.com/errata/RHSA-2025:9392
https://access.redhat.com/errata/RHSA-2025:9318
https://access.redhat.com/errata/RHSA-2025:9318

2025-
06-16

2025-
06-11
2025-
06-11
2025-
06-11
2025-
06-10
2025-
06-09
2025-
06-09
2025-
06-03
2025-
06-02
2025-
06-02
2025-
06-02
2025-
06-02

2025-
06-02

2025-
06-02
2025-
06-02
2025-
06-02
2025-
06-02
2025-
06-02
2025-
06-02

2025-
06-02

security
security
bugfix
bugfix
security
security
security
security
security
security
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHSA-

2025:9142

RHSA-

2025:8958

RHBA-

2025:8871

RHBA-

2025:8818

RHSA-

2025:8743

RHSA-

2025:8686

RHSA-

2025:8676

RHSA-

2025:8432

RHSA-

2025:8414

RHSA-

2025:8411

RHSA-

2025:8395

RHBA-

2025:8417

RHBA-

2025:8412

RHBA-

2025:8410

RHBA-

2025:8409

RHBA-

2025:8408

RHBA-

2025:8407

RHBA-

2025:8406

RHBA-

2025:8405

RHBA-

2025:8404

Moderate

: container-tools:rhel8

security update

Moderate

: libxml2 security update

tigervne bug fix and enhancement

update

tar bug fix update

Moderate

Moderate

Moderate

Moderate

Moderate

Moderate

: kernel security update

: glibe security update

: libxslt security update

: perl-CPAN security update
: git security update

: krb5 security update

Low: rsync security update

httpd:2.4 bug fix and enhancement

update

linux-firmware bug fix update

sssd bug fix update

grub2 bug fix update

nfs-utils bug fix update

libsemanage bug fix update

samba bug fix update

unzip bug fix update

e2fsprogs bug fix update

v4.14 -
v4.16,CB7.1.0

vd.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0


https://access.redhat.com/errata/RHSA-2025:9142
https://access.redhat.com/errata/RHSA-2025:9142
https://access.redhat.com/errata/RHSA-2025:8958
https://access.redhat.com/errata/RHSA-2025:8958
https://access.redhat.com/errata/RHBA-2025:8871
https://access.redhat.com/errata/RHBA-2025:8871
https://access.redhat.com/errata/RHBA-2025:8818
https://access.redhat.com/errata/RHBA-2025:8818
https://access.redhat.com/errata/RHSA-2025:8743
https://access.redhat.com/errata/RHSA-2025:8743
https://access.redhat.com/errata/RHSA-2025:8686
https://access.redhat.com/errata/RHSA-2025:8686
https://access.redhat.com/errata/RHSA-2025:8676
https://access.redhat.com/errata/RHSA-2025:8676
https://access.redhat.com/errata/RHSA-2025:8432
https://access.redhat.com/errata/RHSA-2025:8432
https://access.redhat.com/errata/RHSA-2025:8414
https://access.redhat.com/errata/RHSA-2025:8414
https://access.redhat.com/errata/RHSA-2025:8411
https://access.redhat.com/errata/RHSA-2025:8411
https://access.redhat.com/errata/RHSA-2025:8395
https://access.redhat.com/errata/RHSA-2025:8395
https://access.redhat.com/errata/RHBA-2025:8417
https://access.redhat.com/errata/RHBA-2025:8417
https://access.redhat.com/errata/RHBA-2025:8412
https://access.redhat.com/errata/RHBA-2025:8412
https://access.redhat.com/errata/RHBA-2025:8410
https://access.redhat.com/errata/RHBA-2025:8410
https://access.redhat.com/errata/RHBA-2025:8409
https://access.redhat.com/errata/RHBA-2025:8409
https://access.redhat.com/errata/RHBA-2025:8408
https://access.redhat.com/errata/RHBA-2025:8408
https://access.redhat.com/errata/RHBA-2025:8407
https://access.redhat.com/errata/RHBA-2025:8407
https://access.redhat.com/errata/RHBA-2025:8406
https://access.redhat.com/errata/RHBA-2025:8406
https://access.redhat.com/errata/RHBA-2025:8405
https://access.redhat.com/errata/RHBA-2025:8405
https://access.redhat.com/errata/RHBA-2025:8404
https://access.redhat.com/errata/RHBA-2025:8404

2025-
05-27

2025-
05-26
2025-
05-20
2025-
05-18
2025-
05-13
2025-
05-13
2025-
05-07
2025-
05-06
2025-
04-29
2025-
04-21
2025-
04-21
2025-
04-21

2025-
04-21

2025-
04-21

2025-
04-21
2025-
04-21
2025-
04-20
2025-
04-16
2025-
04-15

2025-
04-15

security
security
security
bugfix
security
security
security
security
bugfix
security
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security

security

RHSA-

2025:8246

RHSA-

2025:8132

RHSA-

2025:8056

RHBA-

2025:7900

RHSA-

2025:7540

RHSA-

2025:7531

RHSA-

2025:4658

RHSA-

2025:4560

RHBA-

2025:4337

RHSA-

2025:4051

RHSA-

2025:4049

RHBA-

2025:4060

RHBA-

2025:4047

RHBA-

2025:4046

RHBA-

2025:4045

RHBA-

2025:4044

RHBA-

2025:4024

RHSA-

2025:3852

RHSA-

2025:3913

RHSA-

2025:3893

Moderate: kernel security update
Important: libsoup security update

Important: kernel security update

openscap bug fix and enhancement
update

Moderate: libjpeg-turbo security update

Important: kernel security update
Moderate: libtiff security update
Important: libsoup security update
kernel bug fix update

Moderate: gnutls security update

Moderate: libtasnl security update

tigervne bug fix and enhancement
update

samba bug fix update
linux-firmware bug fix update

systemd bug fix update

device-mapper-multipath bug fix
update

grub2 bug fix update

Moderate: java-17-openjdk security
update

Moderate: expat security update

Moderate: kernel security update

v4.14 -
v4.16,CB7.1.0

vd.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.15,v4.16,CB
7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0
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2025-
04-13

2025-
04-07
2025-
04-06
2025-
04-01
2025-
03-31
2025-
03-30
2025-
03-30
2025-
03-27
2025-
03-26
2025-
03-26
2025-
03-25
2025-
03-24

2025-
03-24

2025-
03-18

2025-
03-16
2025-
03-13
2025-
03-12
2025-
03-10
2025-
03-10

2025-
03-10

security
bugfix
security
bugfix
security
bugfix
bugfix
security
security
bugfix
security
enhancement
bugfix
security
bugfix
security
security
security
security

bugfix

RHSA-

2025:3828

RHBA-

2025:3644

RHSA-

2025:3615

RHBA-

2025:3507

RHSA-

2025:3421

RHBA-

2025:3394

RHBA-

2025:3392

RHSA-

2025:3367

RHSA-

2025:3260

RHBA-

2025:3270

RHSA-

2025:3210

RHEA-

2025:3114

RHBA-

2025:3110

RHSA-

2025:3026

RHBA-

2025:2871

RHSA-

2025:2722

RHSA-

2025:2686

RHSA-

2025:2600

RHSA-

2025:2502

RHBA-

2025:2618

Moderate: glibc security update

grub2 bug fix update

Important: libxslt security update
kernel bug fix update

Important: freetype security update
tzdata bug fix and enhancement update
gce bug fix update

Important: grub2 security update

Important: kernel security update
scap-security-guide bug fix and
enhancement update

Important: container-tools:rhel8
security update

v4.14 -
v4.16,CB7.1.0

vd.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

microcode ctl bug fix and enhancement v4.14 -

update

mesa bug fix update

Important: kernel security update
glibc bug fix update

Moderate: krb5 security update
Important: libxml2 security update
Moderate: rsync security update

Important: tigervnc security update

libsemanage bug fix and enhancement
update

v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0
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03-10

2025-
03-10
2025-
03-10
2025-
03-10
2025-
03-10
2025-
03-10
2025-
03-10
2025-
03-10
2025-
03-10
2025-
03-10
2025-
03-10
2025-
03-09
2025-
03-05

2025-
02-27

2025-
02-20
2025-
02-19
2025-
02-19
2025-
02-17
2025-
02-16

2025-
02-12

bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
bugfix
security
security
security
bugfix
bugfix
security

security

RHBA-

2025:2617

RHBA-

2025:2610

RHBA-

2025:2602

RHBA-

2025:2599

RHBA-

2025:2598

RHBA-

2025:2596

RHBA-

2025:2595

RHBA-

2025:2594

RHBA-

2025:2593

RHBA-

2025:2592

RHBA-

2025:2590

RHSA-

2025:2473

RHBA-

2025:2352

RHSA-

2025:1917

RHSA-

2025:1737

RHSA-

2025:1675

RHBA-

2025:1682

RHBA-

2025:1573

RHSA-

2025:1517

RHSA-

2025:1372

libselinux bug fix update
perl-CPAN bug fix update
gce bug fix update
linux-firmware bug fix update
firewalld bug fix update

lvm2 bug fix update

dnf bug fix update

systemd bug fix update

openldap bug fix update

NetworkManager bug fix and
enhancement update

tuned bug fix update

Important: kernel security update
kernel bug fix and enhancement update
Important: emacs security update
Important: libpq security update

Important: bind security update

httpd:2.4 bug fix and enhancement
update

glibc bug fix update

Moderate: libxml2 security update

Important: container-tools:rhel8
security update

v4.14 -
v4.16,CB7.1.0

vd.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0
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2025-
02-11

2025-
02-10
2025-
02-10
2025-
02-05
2025-
02-05
2025-
01-30
2025-
01-30
2025-
01-27
2025-
01-27
2025-
01-27
2025-
01-27
2025-
01-27
2025-
01-27
2025-
01-27

2025-
01-27

2025-
01-22

2025-
01-21

2025-
01-15

2025-
01-13

security
security
bugfix
security
bugfix
security
security
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

security

bugfix
security

security

RHSA-

2025:1301

RHSA-

2025:1266

RHBA-

2025:1240

RHSA-

2025:1068

RHBA-

2025:1104

RHSA-

2025:0838

RHSA-

2025:0837

RHSA-

2025:0733

RHBA-

2025:0744

RHBA-

2025:0732

RHBA-

2025:0731

RHBA-

2025:0730

RHBA-

2025:0729

RHBA-

2025:0728

RHBA-

2025:0727

RHSA-

2025:0422

RHBA-

2025:0572

RHSA-

2025:0325

RHSA-

2025:0288

Moderate: gcc security update
Important: kernel security update
sos bug fix and enhancement update
Moderate: kernel security update
tzdata bug fix and enhancement update
Important: libsoup security update
Important: unbound security update
Moderate: bzip2 security update
jasper bug fix update

libdnf bug fix update

curl bug fix update

nftables bug fix update
linux-firmware bug fix update

glibc bug fix update

strace bug fix update

Moderate: java-17-openjdk security
update for RHEL 8.6, 8.8, 8.10, 9.4 and
9.5

kernel bug fix update
Important: rsync security update

Moderate: Bug fix of NetworkManager

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.15,v4.16,CB
7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0
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security
security
security
bugfix
bugfix
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
bugfix

security

RHSA-
2025:0083

RHSA-
2025:0065

RHSA-
2025:0012

RHBA-

2024:11581

RHBA-

2024:11481

RHSA-

2024:11161

RHBA-

2024:11187

RHBA-

2024:11186

RHBA-

2024:11162

RHBA-

2024:11160

RHBA-

2024:11159

RHBA-

2024:11158

RHBA-

2024:11157

RHBA-

2024:11156

RHBA-

2024:11153

RHBA-

2024:11152

RHBA-

2024:11151

RHSA-

2024:10943

RHBA-

2024:10833

RHSA-

2024:10784

Low: cups security update

Important: kernel security update

Moderate: python-requests security
update

nss bug fix and enhancement update
kernel bug fix update
Moderate: tuned security update

git bug fix and enhancement update

virt:rhel and virt-devel:rhel bug fix and
enhancement update

vdo bug fix update

grub2 bug fix update

libselinux, libsemanage, and selinux-
policy bug fix and enhancement update

systemd bug fix update
unzip bug fix update
rpm bug fix update
mdadm bug fix update
samba bug fix update
sssd bug fix update

Moderate: kernel security update

scap-security-guide bug fix and
enhancement update

Moderate: rhc security update

v4.14 -
v4.16,CB7.1.0

vd.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
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v4.16,CB7.1.0

v4.14 -
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v4.14 -
v4.16,CB7.1.0

v4.14 -
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v4.14 -
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v4.14 -
v4.16,CB7.1.0
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12-04

2024-
12-02
2024-
11-26
2024-
11-26
2024-
11-25
2024-
11-25
2024-
11-14

2024-
11-13

2024-
11-13
2024-
11-12
2024-
11-05
2024-
11-04

2024-
11-04

2024-
11-04

2024-
11-04
2024-
11-04
2024-
11-04
2024-
11-04
2024-
11-04

2024-
11-04

security
bugfix
security
security
security
security
security
security
security
security
security
security
security
security
security
enhancement
enhancement
bugfix
bugfix

bugfix

RHSA-

2024:10779

RHBA-

2024:10663

RHSA-

2024:10379

RHSA-

2024:10289

RHSA-

2024:10281

RHSA-

2024:10219

RHSA-
2024:9689

RHSA-
2024:9573

RHSA-
2024:9540

RHSA-
2024:9502

RHSA-
2024:8922

RHSA-
2024:8860

RHSA-
2024:8856

RHSA-
2024:8846

RHSA-
2024:8833

RHEA-
2024:8857

RHEA-
2024:8852

RHBA-
2024:8866

RHBA-
2024:8861

RHBA-
2024:8858

Moderate: python3:3.6.8 security

update

sos bug fix and enhancement update

Important: pam security update

Moderate: container-tools:rhel8

security update

Moderate: kernel:4.18.0 security update

Moderate: perl-App-cpanminus:1.7044

security update

Low: binutils security update
Important: libsoup security update
Important: tigervnc security update
Moderate: expat security update
Low: bzip2 security update
Important: krb5 security update

Moderate: kernel security update

Important: container-tools:rhel8

security update

Moderate: libtiff security update

v4.14 -
v4.16,CB7.1.0

vd.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

microcode ctl bug fix and enhancement v4.14 -

update

libproxy bug fix and enhancement

update

glib2 bug fix update
openldap bug fix update

linux-firmware bug fix update

v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0
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11-04

2024-
11-04
2024-
11-04
2024-
11-04
2024-
11-04
2024-
11-04
2024-
11-04
2024-
10-23
2024-
10-16
2024-
10-15
2024-
10-13
2024-
10-09
2024-
10-01

2024-
09-23

2024-
09-23
2024-
09-23
2024-
09-23
2024-
09-23
2024-
09-23

2024-
09-23

bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
enhancement
security
security
security
security
security
security
security
security
security

security

RHBA-

2024:8855

RHBA-

2024:8854

RHBA-

2024:8853

RHBA-

2024:8850

RHBA-

2024:8841

RHBA-

2024:8839

RHBA-

2024:8805

RHSA-

2024:8353

RHSA-

2024:8124

RHEA-

2024:8159

RHSA-

2024:8038

RHSA-

2024:7848

RHSA-

2024:7481

RHSA-

2024:7000

RHSA-

2024:6989

RHSA-

2024:6987

RHSA-

2024:6986

RHSA-

2024:6975

RHSA-

2024:6969

RHSA-

2024:6964

chrony bug fix update
grub2 bug fix update

cups bug fix update

virt:rhel bug fix and enhancement
update

rsyslog bug fix update

httpd:2.4 bug fix and enhancement
update

tzdata bug fix and enhancement update

Important: NetworkManager-libreswan
security update

Moderate: java-17-openjdk security
update

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.15,v4.16,CB
7.1.0

microcode ctl bug fix and enhancement v4.14 -

update

Important: container-tools:rhel8
security update

Low: openssl security update

Important: linux-firmware security
update

Important: kernel security update
Moderate: expat security update
Moderate: emacs security update
Low: nano security update

Moderate: python3 security update

Moderate: container-tools:rhel8
security update

Moderate: virt:rhel and virt-devel:rhel
security update

v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0
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09-23
2024-
09-23
2024-
09-23
2024-
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2024-
09-23
2024-
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2024-
09-23
2024-
09-23
2024-
09-23
2024-
09-23
2024-
09-23
2024-
09-23
2024-
09-23
2024-
09-16
2024-
09-05
2024-
08-27
2024-
08-27
2024-
08-26

2024-
08-26

security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
bugfix
bugfix
bugfix

bugfix

RHSA-

2024:6963

RHBA-

2024:6988

RHBA-

2024:6985

RHBA-

2024:6984

RHBA-

2024:6983

RHBA-

2024:6982

RHBA-

2024:6981

RHBA-

2024:6980

RHBA-

2024:6978

RHBA-

2024:6977

RHBA-

2024:6976

RHBA-
2024:6974

RHBA-
2024:6968

RHBA-
2024:6967

RHBA-
2024:6680

RHSA-
2024:6422

RHBA-
2024:5915

RHBA-
2024:5893

RHBA-
2024:5834

RHBA-
2024:5811

Moderate: gtk3 security update
glibc bug fix update

avahi bug fix update

firewalld bug fix and enhancement
update

libuser bug fix and enhancement update

blktrace bug fix update
libldb bug fix update
kexec-tools bug fix update
samba bug fix update
systemd bug fix update
findutils bug fix update
1ibX11 bug fix update
tigervnc bug fix update
xmlsecl bug fix update

nss bug fix and enhancement update

Important: bubblewrap and flatpak
security update

sos bug fix and enhancement update

virt:rhel bug fix and enhancement
update

glibc bug fix update

scap-security-guide bug fix and
enhancement update

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

vd.14 -
v4.16,CB7.1.0

v4.14 -
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v4.14 -
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v4.14 -
v4.16,CB7.1.0

v4.14 -
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v4.16,CB7.1.0
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v4.14 -
v4.16,CB7.1.0
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2024-
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07-18

2024-
07-17

bugfix
security
security
security
security
security
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
security
security
security
security

security

RHBA-

2024:5736

RHSA-

2024:5654

RHSA-

2024:5530

RHSA-

2024:5524

RHSA-

2024:5312

RHSA-

2024:5309

RHSA-

2024:5299

RHBA-

2024:5311

RHBA-

2024:5310

RHBA-

2024:5308

RHBA-

2024:5307

RHBA-

2024:5303

RHBA-

2024:5295

RHSA-

2024:5258

RHSA-

2024:5193

RHSA-

2024:5101

RHSA-

2024:5079

RHSA-

2024:4720

RHSA-

2024:4620

RHSA-

2024:4568

ca-certificates bug fix and enhancement v4.14 -

update
Moderate: curl security update

Important: python-setuptools security
update

Important: bind security update

Moderate: krb5 security update

Moderate: python-urllib3 security
update

Moderate: wget security update

firewalld bug fix and enhancement
update

openssh bug fix update
libdnf bug fix update
sssd bug fix update
tigervnc bug fix update

mesa bug fix and enhancement update

Important: container-tools:rhel8
security update

Important: httpd:2.4 security update
Important: kernel security update
Moderate: libtiff security update
Important: httpd:2.4 security update

Important: libndp security update

Important: java-17-openjdk security
update

v4.16,CB7.1.0

vd.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0
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v4.15,v4.16,CB
7.1.0
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security
security
security
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bugfix
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Important: virt:rhel and virt-devel:rhel
security update

Moderate: libreswan security update

Low: virt:rhel and virt-devel:rhel
security and bug fix update

Important: kernel security and bug fix
update

Moderate: cups security update

Low: openldap security update

Moderate: linux-firmware security
update

Moderate: python-idna security update
Important: less security update
Moderate: nghttp2 security update

Low: c-ares security update

Moderate: container-tools security
update

kexec-tools bug fix update
krb5 bug fix update

samba bug fix update

redhat-release bug fix and enhancement
update

systemd update
policycoreutils bug fix update
pam bug fix update

libtirpc bug fix update
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bugfix

security
security
bugfix

security
security
bugfix

security
bugfix

bugfix

security
security
security
security
security
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security

security
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2024:4239

RHSA-

2024:4197

RHSA-

2024:4084

RHBA-

2024:4049

RHSA-

2024:3968

RHSA-

2024:3626

RHBA-

2024:3624

RHSA-

2024:3618

RHBA-

2024:3381

RHBA-

2024:3358

RHSA-

2024:3347

RHSA-

2024:3344
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2024:3341

RHSA-

2024:3271
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2024:3270
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2024:3268

RHSA-
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RHSA-

2024:3254

RHSA-

2024:3253

tigervnc enhancement update

Moderate: httpd:2.4/httpd security
update

Important: git security update

sos bug fix and enhancement update

Moderate: container-tools:rhel8 bug fix
and enhancement update

Moderate: libxml2 security update

scap-security-guide bug fix and
enhancement update

Moderate: kernel update

tuned bug fix update

polkit bug fix update

Important: python3 security update
Important: glibc security update

Moderate: gdk-pixbuf2 security update

Important: bind and dhep security
update

Moderate: sssd security update
Important: glibc security update
Low: krbS5 security update

Important: tigervnc security update

Important: container-tools:rhel8
security update

Moderate: virt:rhel and virt-devel:rhel
security update
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security
security
security
security
security
security
security
security
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security
security
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security
security
security
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security

security

enhancement

enhancement

RHSA-

2024:3233

RHSA-

2024:3214

RHSA-

2024:3203

RHSA-

2024:3184

RHSA-

2024:3178

RHSA-

2024:3166

RHSA-

2024:3163

RHSA-

2024:3139

RHSA-

2024:3138

RHSA-

2024:3121

RHSA-

2024:3094

RHSA-
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2024:3059

RHSA-

2024:3049

RHSA-

2024:2988
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RHEA-

2024:3235
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2024:3209

Low: libssh security update
Moderate: gmp security update
Moderate: systemd security update

Moderate: grub2 security update

Important: linux-firmware security

update

Moderate: openssh security update

Moderate: pam security update

Moderate: squashfs-tools security

update

Moderate: kernel security, bug fix, and
enhancement update

Moderate: httpd:2.4 security update
Moderate: perl-CPAN security update
Moderate: tigervnc security update

Moderate: libtiff security update

Moderate: perl-Convert-ASN1 security

update

Moderate: container-tools:rhel8

security update

Moderate: harfbuzz security update

Moderate: 1ibX11 security update

Moderate: virt:rhel and virt-devel:rhel
security and enhancement update

iproute bug fix and enhancement

update

tzdata bug fix and enhancement update
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bugfix
bugfix
bugfix
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bugfix
bugfix
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bugfix
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libkcapi bug fix and enhancement
update

sos update

gce bug fix update

libreswan bug fix and enhancement
update

nss bug fix update
shim bug fix and enhancement update
bash bug fix and enhancement update

expat bug fix and enhancement update

libtirpc bug fix and enhancement
update

realmd bug fix and enhancement update
file bug fix and enhancement update
lvm2 bug fix and enhancement update

bind bug fix and enhancement update

util-linux bug fix and enhancement
update

fuse bug fix and enhancement update

hwdata bug fix and enhancement
update

tuned bug fix and enhancement update

python-pip bug fix and enhancement
update

gpgme bug fix and enhancement update

policycoreutils bug fix and
enhancement update
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net-snmp bug fix and enhancement
update

glib2 bug fix and enhancement update

firewalld bug fix and enhancement
update

chrony bug fix and enhancement update

dmidecode bug fix and enhancement
update

perl-HTTP-Tiny bug fix and
enhancement update

grubby bug fix and enhancement
update

shared-mime-info bug fix and
enhancement update

librepo bug fix and enhancement
update

subscription-manager bug fix and
enhancement update

cronie bug fix and enhancement update

python3 bug fix and enhancement
update

pl1-kit bug fix and enhancement
update

trousers bug fix and enhancement
update

libtalloc bug fix and enhancement
update

libtdb bug fix and enhancement update

libtevent bug fix and enhancement
update

libldb bug fix and enhancement update

samba bug fix and enhancement update

device-mapper-multipath bug fix and
enhancement update
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bugfix
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smartmontools bug fix and
enhancement update

tpm2-tss bug fix and enhancement
update

dracut bug fix and enhancement update

avahi bug fix and enhancement update

findutils bug fix and enhancement
update

audit bug fix and enhancement update

elfutils bug fix and enhancement update

mdadm bug fix and enhancement
update

dnf-plugins-core bug fix and
enhancement update

rdma-core bug fix and enhancement
update

cups bug fix and enhancement update

dnf bug fix and enhancement update

shadow-utils bug fix and enhancement
update

libdnf bug fix and enhancement update

python-linux-procfs bug fix and
enhancement update

mcelog bug fix and enhancement
update

rpm bug fix and enhancement update
kmod bug fix and enhancement update

curl bug fix and enhancement update

NetworkManager bug fix and
enhancement update
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glibc bug fix and enhancement update

acl bug fix and enhancement update

python-urllib3 bug fix and
enhancement update

sssd bug fix and enhancement update

xfsdump bug fix and enhancement
update

kmod-kvdo bug fix and enhancement
update

gce bug fix and enhancement update
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selinux-policy bug fix and enhancement v4.14 -

update

numactl bug fix and enhancement
update

c-ares bug fix and enhancement update

kexec-tools bug fix and enhancement
update

libsoup bug fix and enhancement
update

redhat-release bug fix and enhancement
update

libglvnd bug fix and enhancement
update

insights-client bug fix and enhancement
update

rhe bug fix and enhancement update

ldns bug fix and enhancement update

NetworkManager-libreswan bug fix
and enhancement update

dnsmasq bug fix and enhancement
update

git bug fix and enhancement update
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security
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security
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alsa-lib bug fix and enhancement
update

mesa bug fix and enhancement update

tcpdump bug fix and enhancement
update

libblockdev bug fix and enhancement

update

pixman bug fix and enhancement
update

open-vm-tools bug fix and
enhancement update

Important: glibc security update

Important: container-tools:rhel8
security and bug fix update

openscap bug fix and enhancement
update

Important: tigervne security update
Moderate: libreswan security update

Important: shim security update

Moderate: java-17-openjdk security
update

Important: httpd:2.4/mod_http2
security update

Moderate: gnutls security update

Important: bind and dhcp security
update

Important: unbound security update
sos bugfix and enhancement update
Moderate: expat security update

Moderate: less security update
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Important: kernel security, bug fix, and v4.14 -

enhancement update

Moderate: curl security and bug fix
update

python-pip bug fix update
util-linux bug fix update
perl-HTTP-Tiny bug fix update
NetworkManager bug fix update
iptables bug fix update

nftables bug fix update
container-tools:rhel8 bug fix update

Important: dnsmasq security update

scap-security-guide bug fix and
enhancement update

Important: unbound security update

Important: kernel security update

glibc bug fix and enhancement update

samba bug fix and enhancement update

sssd bug fix update
python-cryptography bug fix update

Moderate: sudo security update

Important: java-17-openjdk security
and bug fix update

sos bugfix and enhancement update
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bugfix

security
security
security
security
bugfix

security
security
security
security
security
security
security
security
security
security
security
security
security

security

RHBA-

2024:0076

RHSA-

2024:0786

RHSA-

2024:0769

RHSA-

2024:0768

RHSA-

2024:0752

RHBA-

2024:0762

RHSA-

2024:0647

RHSA-

2024:0628

RHSA-

2024:0627

RHSA-

2024:0607

RHSA-

2024:0606

RHSA-

2024:0256

RHSA-

2024:0253

RHSA-

2024:0155

RHSA-

2024:0135

RHSA-

2024:0131

RHSA-

2024:0128

RHSA-

2024:0119

RHSA-

2024:0116

RHSA-

2024:0114

tzdata bug fix and enhancement update
Moderate: nss security update

Moderate: tcpdump security update

Moderate: libmaxminddb security
update

Important: container-tools:rhel8
security update

tzdata bug fix and enhancement update
Moderate: rpm security update
Moderate: libssh security update
Moderate: gnutls security update
Important: tigervne security update
Moderate: openssh security update
Moderate: python3 security update
Moderate: sqlite security update

Moderate: gnutls security update

Moderate: virt:rhel and virt-devel:rhel
security update

Moderate: pixman security update
Important: tigervnc security update

Moderate: libxml2 security update

Moderate: python-urllib3 security
update

Moderate: python3 security update
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11-22
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11-16

2023-
11-15

2023-
11-15
2023-
11-15
2023-
11-14

2023-
11-14

2023-
11-14
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11-14

security
security
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
security
security
security
bugfix
security
enhancement
bugfix
security
security
security

security

RHSA-

2024:0113

RHSA-

2024:0105

RHBA-

2024:0118

RHBA-

2024:0117

RHBA-

2024:0115

RHBA-

2024:0112

RHBA-

2024:0111

RHSA-

2024:0018

RHSA-

2023:7877

RHSA-

2023:7836

RHSA-

2023:7549

RHSA-

2023:7467

RHBA-

2023:7297

RHSA-

2023:7265

RHEA-

2023:7250

RHBA-

2023:7246

RHSA-

2023:7207

RHSA-

2023:7190

RHSA-

2023:7189

RHSA-

2023:7187

Important: kernel security update
Moderate: nss security update
xfsdump bug fix update

libcap bug fix update

linux-firmware bug fix and
enhancement update

NetworkManager bug fix update
selinux-policy bug fix update
Important: tigervnc security update
Low: openssl security update

Moderate: avahi security update

Important: kernel security and bug fix
update

Moderate: samba security update

nghttp2 bug fix and enhancement
update

Important: open-vm-tools security
update
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microcode_ctl bug fix and enhancement v4.14 -

update

container-tools:rhel8 bug fix update
Moderate: c-ares security update
Moderate: avahi security update
Moderate: fwupd security update

Low: procps-ng security update
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security
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RHSA-

2023:7016

RHSA-

2023:6980

Moderate: bind security update

Moderate: python-pip security update

Moderate: perl-HTTP-Tiny security
update

Low: tpm2-tss security and
enhancement update

Moderate: cups security and bug fix
update

Moderate: python3 security update

Moderate: samba security, bug fix, and

enhancement update

Moderate: c-ares security update

Low: shadow-utils security and bug fix

update

Moderate: linux-firmware security, bug

fix, and enhancement update

Moderate: python-cryptography
security update

Moderate: emacs security update

Important: kernel security, bug fix, and

enhancement update

Moderate: rhc security, bug fix, and
enhancement update

Moderate: libreswan security update

Moderate: dnsmasq security and bug
fix update

Moderate: 1ibX11 security update

Low: libpq security update

Moderate: virt:thel and virt-devel:rhel
security, bug fix, and enhancement
update
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eurit RHSA-

secutity 2023:6976
X RHSA-

securily 2023:6944
securit RHSA-

urity 2023:6939
N . RHEA-

cnnancemen 20237173
N . RHEA-

cnnancemen 20237117
N . RHEA-

cnnancemen 20237102
enhancement RHEA-

2023:7099
N . RHEA-

cnnancemen 20237088
RHBA-

bugfix 2023:7211
RHBA-

bugfix 2023:7210
RHBA-

bugfix 2023:7192
RHBA-

bugfix 2023:7191
RHBA-

bugfix 2023:7188
RHBA-

bugfix 2023:7186
RHBA-

bugfix 2023:7185
RHBA-

bugfix 2023:7184
RHBA-

bugfix 2023:7183
RHBA-

bugfix 2023:7182
RHBA-

bugfix 2023:7181
RHBA-

bugfix 2023:7179

Moderate: libfastjson security update

Moderate: protobuf-c security update

Moderate: container-tools:rhel8
security and bug fix update

virt-what bug fix and enhancement
update
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microcode ctl bug fix and enhancement |v4.14 -

update

fuse bug fix and enhancement update
gce bug fix and enhancement update
tzdata bug fix and enhancement update
krb5 bug fix update

sssd bug fix update

numactl bug fix and enhancement
update

lvm2 bug fix and enhancement update

dmidecode bug fix and enhancement
update

util-linux bug fix and enhancement
update

nftables bug fix and enhancement
update

iptables bug fix and enhancement
update

setools bug fix and enhancement update
tuned bug fix and enhancement update

iputils bug fix and enhancement update

findutils bug fix and enhancement
update
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ncurses bug fix and enhancement
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net-snmp bug fix and enhancement
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cryptsetup bug fix and enhancement
update
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memstrack bug fix and enhancement
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rdma-core bug fix and enhancement
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mcelog bug fix and enhancement
update
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grubby bug fix and enhancement
update

libtevent bug fix and enhancement
update

libtalloc bug fix and enhancement
update

libtdb bug fix and enhancement update

libldb bug fix and enhancement update

smartmontools bug fix and
enhancement update

dbus bug fix and enhancement update

mdadm bug fix and enhancement
update

sssd bug fix and enhancement update

libdnf bug fix and enhancement update

dnf-plugins-core bug fix and
enhancement update

ledmon bug fix and enhancement
update

postfix bug fix and enhancement update

dnf bug fix and enhancement update

chkconfig bug fix and enhancement
update

libsolv bug fix and enhancement update

libsoup bug fix and enhancement
update

NetworkManager bug fix and
enhancement update

zlib bug fix and enhancement update

subscription-manager-rhsm-certificates
bug fix and enhancement update
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xfsprogs bug fix and enhancement
update

pam bug fix and enhancement update

redhat-logos bug fix and enhancement
update

glibc bug fix and enhancement update

file bug fix and enhancement update

iproute bug fix and enhancement
update

systemd bug fix and enhancement
update

python-cffi bug fix and enhancement
update

tmux bug fix and enhancement update

binutils bug fix and enhancement
update

subscription-manager bug fix and
enhancement update
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update

elfutils bug fix and enhancement update
dracut bug fix and enhancement update

which bug fix and enhancement update

kexec-tools bug fix and enhancement
update

vdo and kmod-kvdo bug fix and
enhancement update

device-mapper-multipath bug fix and
enhancement update

sos bug fix and enhancement update

rng-tools bug fix and enhancement
update
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redhat-release bug fix and enhancement
update

ipmitool bug fix and enhancement
update

scap-security-guide bug fix update

volume key bug fix and enhancement
update

openscap bug fix and enhancement
update

insights-client bug fix and enhancement
update

apr-util bug fix and enhancement
update

httpd:2.4 bug fix and enhancement
update

udisks2 bug fix and enhancement
update

rsyslog bug fix and enhancement
update

libdrm bug fix and enhancement update

mesa bug fix and enhancement update

alsa-lib bug fix and enhancement
update

systemtap bug fix and enhancement
update

open-vm-tools bug fix and
enhancement update

man-pages-overrides bug fix and
enhancement update

vsftpd bug fix and enhancement update

libblockdev bug fix and enhancement
update

nmap bug fix and enhancement update

tigervne bug fix and enhancement
update
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https://access.redhat.com/errata/RHBA-2023:6955
https://access.redhat.com/errata/RHBA-2023:6952
https://access.redhat.com/errata/RHBA-2023:6952
https://access.redhat.com/errata/RHBA-2023:6945
https://access.redhat.com/errata/RHBA-2023:6945
https://access.redhat.com/errata/RHBA-2023:6930
https://access.redhat.com/errata/RHBA-2023:6930
https://access.redhat.com/errata/RHBA-2023:6922
https://access.redhat.com/errata/RHBA-2023:6922
https://access.redhat.com/errata/RHBA-2023:6920
https://access.redhat.com/errata/RHBA-2023:6920
https://access.redhat.com/errata/RHBA-2023:6913
https://access.redhat.com/errata/RHBA-2023:6913
https://access.redhat.com/errata/RHBA-2023:6912
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2023-
11-13

2023-
11-08
2023-
11-08
2023-
11-02
2023-
11-02
2023-
11-01
2023-
10-23
2023-
10-18
2023-
10-18
2023-
10-05
2023-
10-05
2023-
10-04
2023-
09-26
2023-
09-26
2023-
09-20
2023-
09-19
2023-
09-19
2023-
09-19
2023-
09-19

2023-
09-19

bugfix
bugfix
bugfix
security
bugfix
security
security
security
security
security
security
bugfix
security
bugfix
security
security
security
security
security

security

RHBA-

2023:6891

RHBA-

2023:6797

RHBA-

2023:6792

RHSA-

2023:6283

RHBA-

2023:6293

RHSA-

2023:6236

RHSA-

2023:5997

RHSA-

2023:5837

RHSA-

2023:5751

RHSA-

2023:5474

RHSA-

2023:5455

RHBA-

2023:5431

RHSA-

2023:5353

RHBA-

2023:5354

RHSA-

2023:5312

RHSA-

2023:5264

RHSA-

2023:5252

RHSA-

2023:5249

RHSA-

2023:5245

RHSA-

2023:5244

dnsmasq bug fix update

xfsdump bug fix and enhancement
update

net-snmp bug fix update

Important: insights-client security
update

sos bugfix update
Moderate: binutils security update
Important: python3 security update

Important: nghttp2 security update

Moderate: java-17-openjdk security and

bug fix update

Important: bind security update

Important: glibc security update

container-tools:rhel8 bug fix and
enhancement update

Moderate: libtiff security update

sos bug fix and enhancement update

Important: open-vm-tools security
update

Important: virt:rhel and virt-devel:rhel
security and bug fix update

Moderate: dmidecode security update

Moderate: ncurses security update

Moderate: linux-firmware security
update

Important: kernel security, bug fix, and
enhancement update

v4.14 -
v4.16,CB7.1.0

vd.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.15,v4.16,CB
7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0
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https://access.redhat.com/errata/RHSA-2023:5474
https://access.redhat.com/errata/RHSA-2023:5455
https://access.redhat.com/errata/RHSA-2023:5455
https://access.redhat.com/errata/RHBA-2023:5431
https://access.redhat.com/errata/RHBA-2023:5431
https://access.redhat.com/errata/RHSA-2023:5353
https://access.redhat.com/errata/RHSA-2023:5353
https://access.redhat.com/errata/RHBA-2023:5354
https://access.redhat.com/errata/RHBA-2023:5354
https://access.redhat.com/errata/RHSA-2023:5312
https://access.redhat.com/errata/RHSA-2023:5312
https://access.redhat.com/errata/RHSA-2023:5264
https://access.redhat.com/errata/RHSA-2023:5264
https://access.redhat.com/errata/RHSA-2023:5252
https://access.redhat.com/errata/RHSA-2023:5252
https://access.redhat.com/errata/RHSA-2023:5249
https://access.redhat.com/errata/RHSA-2023:5249
https://access.redhat.com/errata/RHSA-2023:5245
https://access.redhat.com/errata/RHSA-2023:5245
https://access.redhat.com/errata/RHSA-2023:5244
https://access.redhat.com/errata/RHSA-2023:5244

2023-
09-19

2023-
09-19
2023-
09-19
2023-
09-19
2023-
09-19
2023-
09-19
2023-
09-19
2023-
09-19
2023-
09-19
2023-
09-19
2023-
09-19
2023-
09-19
2023-
09-11
2023-
09-06
2023-
08-30
2023-
08-29
2023-
08-22
2023-
08-08
2023-
08-08

2023-
08-08

bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
enhancement
bugfix
security
security
security
security

security

RHBA-

2023:5267

RHBA-

2023:5266

RHBA-

2023:5262

RHBA-

2023:5258

RHBA-

2023:5257

RHBA-

2023:5254

RHBA-

2023:5253

RHBA-

2023:5251

RHBA-

2023:5250

RHBA-

2023:5248

RHBA-

2023:5247

RHBA-

2023:5242

RHSA-

2023:5050

RHEA-

2023:4995

RHBA-

2023:4880

RHSA-

2023:4864

RHSA-

2023:4706

RHSA-

2023:4529

RHSA-

2023:4524

RHSA-

2023:4523

scap-security-guide bug fix update

container-tools:rhel8 bug fix and
enhancement update

open-vm-tools bug fix update

openscap bug fix and enhancement
update

nss and nspr bug fix and enhancement
update

cups bug fix update
selinux-policy bug fix update
iptables bug fix advisory

findutils bug fix update

ca-certificates bug fix and enhancement
update

systemd bug fix and enhancement
update

firewalld bug fix update

Moderate: httpd:2.4 security update

v4.14 -
v4.16,CB7.1.0

vd.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

microcode_ctl bug fix and enhancement v4.14 -

update

sos bug fix and enhancement update

Important: cups security update

Important: subscription-manager
security update

Moderate: libxml2 security update
Moderate: libcap security update

Moderate: curl security update

v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0
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2023-
08-08

2023-
08-08
2023-
08-08
2023-
08-08
2023-
08-08
2023-
08-08
2023-
08-07
2023-
08-01
2023-
07-31
2023-
07-26
2023-
07-20
2023-
07-17
2023-
06-29
2023-
06-27
2023-
06-27
2023-
06-27
2023-
06-27
2023-
06-27
2023-
06-27

2023-
06-27

security
security
bugfix

bugfix

bugfix

bugfix

security
security
security
bugfix

security
security
security
security
security
security
security
security
security

enhancement

RHSA-

2023:4520

RHSA-

2023:4517

RHBA-

2023:4526

RHBA-

2023:4525

RHBA-

2023:4522

RHBA-

2023:4521

RHSA-

2023:4498

RHSA-

2023:4419

RHSA-

2023:4328

RHBA-

2023:4279

RHSA-

2023:4159

RHSA-

2023:4102

RHSA-

2023:3949

RHSA-

2023:3847

RHSA-

2023:3840

RHSA-

2023:3839

RHSA-

2023:3837

RHSA-

2023:3827

RHSA-

2023:3822

RHEA-

2023:3850

Moderate: python-requests security
update

Important: kernel security and bug fix
update

systemd bug fix update

sssd bug fix update

grub2 bug fix update
NetworkManager bug fix update
Moderate: dbus security update

Important: openssh security update

Moderate: samba security and bug fix
update

sos bug fix and enhancement update

v4.14 -
v4.16,CB7.1.0

vd.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

Moderate: java-17-openjdk security and |v4.15,v4.16,CB

bug fix update

Important: bind security update

Low: open-vm-tools security update

Moderate: kernel security, bug fix, and
enhancement update

Moderate: sqlite security update

Moderate: libssh security update

Moderate: systemd security and bug fix

update
Moderate: libtiff security update

Moderate: virt:rhel and virt-devel:rhel
security and bug fix update

krb5 bug fix update

7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0
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2023-
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2023-
06-27
2023-
06-27
2023-
06-27
2023-
06-27
2023-
06-27
2023-
06-27
2023-
06-26
2023-
06-14
2023-
06-14
2023-
05-31
2023-
05-30

2023-
05-22

2023-
05-17

2023-
05-16
2023-
05-16
2023-
05-16
2023-
05-16
2023-
05-16

2023-
05-16

nhancement RHEA-

ehhancement 1 5>3.3849
nhancement RHEA-

chhancement 55>3.3843
RHBA-

bugfix 2023:3846
RHBA-

bugfix 2023:3845
RHBA-

bugfix 2023:3844
RHBA-

bugfix 2023:3841
RHBA-

bugfix 2023:3830
RHBA-

bugfix 2023:3801
X RHSA-

security 2023:3591
X RHSA-

securty 2023:3584
RHBA-

bugfix 2023:3414
X RHSA-

security 2023:3349
X RHSA-

security 2023:3246
RHBA-

bugfix 2023:3183
securit REHSA-

unty 2023:3109
X RHSA-

security 2023:3107
X RHSA-

securty 2023:3106
X RHSA-

security 2023:3104
securit RHSA-

urty 2023:3095
X RHSA-

securily 2023:3042

iproute bug fix update

v4.14 -
v4.16,CB7.1.0

microcode ctl bug fix and enhancement v4.14 -

update

selinux-policy bug fix update
NetworkManager bug fix update
xfsprogs bug fix update

kexec-tools bug fix update

container-tools:rhel8 bug fix and
enhancement update

sos bug fix and enhancement update
Important: python3 security update
Important: c-ares security update

sos bug fix and enhancement update

Important: kernel security and bug fix
update

Important: git security update
httpd:2.4 bug fix update
Important: apr-util security update

Important: libreswan security update

Moderate: curl security and bug fix
update

Important: emacs security update

Moderate: libreswan security and bug
fix update

Moderate: emacs security and bug fix
update

v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0


https://access.redhat.com/errata/RHEA-2023:3849
https://access.redhat.com/errata/RHEA-2023:3849
https://access.redhat.com/errata/RHEA-2023:3843
https://access.redhat.com/errata/RHEA-2023:3843
https://access.redhat.com/errata/RHBA-2023:3846
https://access.redhat.com/errata/RHBA-2023:3846
https://access.redhat.com/errata/RHBA-2023:3845
https://access.redhat.com/errata/RHBA-2023:3845
https://access.redhat.com/errata/RHBA-2023:3844
https://access.redhat.com/errata/RHBA-2023:3844
https://access.redhat.com/errata/RHBA-2023:3841
https://access.redhat.com/errata/RHBA-2023:3841
https://access.redhat.com/errata/RHBA-2023:3830
https://access.redhat.com/errata/RHBA-2023:3830
https://access.redhat.com/errata/RHBA-2023:3801
https://access.redhat.com/errata/RHBA-2023:3801
https://access.redhat.com/errata/RHSA-2023:3591
https://access.redhat.com/errata/RHSA-2023:3591
https://access.redhat.com/errata/RHSA-2023:3584
https://access.redhat.com/errata/RHSA-2023:3584
https://access.redhat.com/errata/RHBA-2023:3414
https://access.redhat.com/errata/RHBA-2023:3414
https://access.redhat.com/errata/RHSA-2023:3349
https://access.redhat.com/errata/RHSA-2023:3349
https://access.redhat.com/errata/RHSA-2023:3246
https://access.redhat.com/errata/RHSA-2023:3246
https://access.redhat.com/errata/RHBA-2023:3183
https://access.redhat.com/errata/RHBA-2023:3183
https://access.redhat.com/errata/RHSA-2023:3109
https://access.redhat.com/errata/RHSA-2023:3109
https://access.redhat.com/errata/RHSA-2023:3107
https://access.redhat.com/errata/RHSA-2023:3107
https://access.redhat.com/errata/RHSA-2023:3106
https://access.redhat.com/errata/RHSA-2023:3106
https://access.redhat.com/errata/RHSA-2023:3104
https://access.redhat.com/errata/RHSA-2023:3104
https://access.redhat.com/errata/RHSA-2023:3095
https://access.redhat.com/errata/RHSA-2023:3095
https://access.redhat.com/errata/RHSA-2023:3042
https://access.redhat.com/errata/RHSA-2023:3042

2023-
05-16

2023-
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2023-
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2023-
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2023-
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2023-
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2023-
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security
security
security
security
security
security
security
security
security
security
security
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security

security

security

enhancement
enhancement
bugfix

bugfix

RHSA-

2023:3018

RHSA-

2023:3002

RHSA-

2023:3000

RHSA-

2023:2987

RHSA-

2023:2969

RHSA-

2023:2963

RHSA-

2023:2951
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2023:2948
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2023:2883
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2023:2859
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2023:2830
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2023:2786
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2023:2771
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2023:2945
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2023:3103

RHBA-

2023:3102

Low: libarchive security update

Moderate: bind security and bug fix
update

Moderate: dhcp security and bug fix
update

Low: samba security, bug fix, and
enhancement update

Moderate: net-snmp security and bug
fix update

Low: curl security and bug fix update

Important: kernel security, bug fix, and
enhancement update

Moderate: device-mapper-multipath
security and bug fix update

Moderate: libtiff security update

Moderate: git security and bug fix
update

Moderate: tigervne security and bug fix
update

Moderate: wayland security, bug fix,
and enhancement update

Moderate: unbound security and bug
fix update

Moderate: container-tools:rhel8
security, bug fix, and enhancement
update

Moderate: virt:rhel and virt-devel:rhel
security, bug fix, and enhancement
update

tzdata bug fix and enhancement update
sos bug fix and enhancement update

tzdata bug fix and enhancement update

util-linux bug fix and enhancement
update
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bugfix
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bugfix
bugfix
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bugfix
bugfix

bugfix

RHBA-

2023:3099

RHBA-

2023:3089

RHBA-

2023:3066

RHBA-

2023:3064

RHBA-

2023:3063

RHBA-

2023:3062

RHBA-

2023:3061

RHBA-

2023:3055

RHBA-

2023:3054

RHBA-

2023:3052

RHBA-

2023:3051

RHBA-

2023:3048

RHBA-

2023:3047

RHBA-

2023:3046

RHBA-

2023:3044

RHBA-

2023:3043

RHBA-

2023:3040

RHBA-

2023:3038

RHBA-

2023:3037

RHBA-

2023:3036

java-17-openjdk bug fix update

container-tools:rhel8 bug fix update

mcelog bug fix and enhancement
update

python-dmidecode bug fix and
enhancement update

file bug fix and enhancement update

tuned bug fix and enhancement update

libpwquality bug fix and enhancement
update

rdma-core bug fix and enhancement
update

util-linux bug fix and enhancement
update

cifs-utils bug fix and enhancement
update

polkit bug fix and enhancement update

lvm2 bug fix and enhancement update

python-setuptools bug fix and
enhancement update
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microcode_ctl bug fix and enhancement v4.14 -

update

grub2 bug fix and enhancement update
perl bug fix and enhancement update

sudo bug fix and enhancement update

openssl-pkcs11 bug fix and
enhancement update

cups bug fix and enhancement update

librhsm bug fix and enhancement
update
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bugfix

RHBA-

2023:3035

RHBA-

2023:3034

RHBA-

2023:3033

RHBA-

2023:3032

RHBA-

2023:3031

RHBA-

2023:3029

RHBA-
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2023:3016

RHBA-

2023:3015

RHBA-

2023:3014

RHBA-

2023:3013

RHBA-

2023:3009

irgbalance bug fix and enhancement
update

policycoreutils bug fix and
enhancement update

virt-what bug fix and enhancement
update

openssh bug fix and enhancement
update

expat bug fix and enhancement update

libxml2 bug fix and enhancement
update

hwdata bug fix and enhancement
update

ModemManager bug fix and
enhancement update

crypto-policies bug fix and
enhancement update

libsolv bug fix and enhancement update

libselinux bug fix and enhancement
update

authselect bug fix and enhancement
update

rpm bug fix and enhancement update

ledmon bug fix and enhancement
update

procps-ng bug fix and enhancement
update

tar bug fix and enhancement update
kpatch bug fix and enhancement update
libffi bug fix and enhancement update

libuser bug fix and enhancement update

nfs-utils bug fix and enhancement
update
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bugfix
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2023:3008
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2023:3006
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2023:3005
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2023:3003

RHBA-

2023:3001

RHBA-

2023:2999

RHBA-

2023:2998
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RHBA-

2023:2996

RHBA-

2023:2995

RHBA-

2023:2994

RHBA-

2023:2993

RHBA-

2023:2991

RHBA-

2023:2990

RHBA-

2023:2989
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2023:2988

RHBA-

2023:2986
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2023:2985

RHBA-

2023:2984

RHBA-

2023:2981

libssh bug fix and enhancement update
setup bug fix and enhancement update

glib2 bug fix and enhancement update

iptables bug fix and enhancement
update

python-linux-procfs bug fix and
enhancement update

logrotate bug fix and enhancement
update

mdadm bug fix and enhancement
update

adcli bug fix and enhancement update

cryptsetup bug fix and enhancement
update

realmd bug fix and enhancement update
dracut bug fix and enhancement update

elfutils bug fix and enhancement update

libtalloc bug fix and enhancement
update

libtdb bug fix and enhancement update

libtevent bug fix and enhancement
update

libldb bug fix and enhancement update

sssd bug fix and enhancement update

systemd bug fix and enhancement
update

subscription-manager bug fix and
enhancement update

librepo bug fix and enhancement
update
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2023:2965

RHBA-
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RHBA-
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dnf bug fix and enhancement update

libdnf bug fix and enhancement update

linux-firmware bug fix and
enhancement update

Imdb bug fix and enhancement update

dnf-plugins-core bug fix and
enhancement update

dbus bug fix and enhancement update

python3 bug fix and enhancement
update

NetworkManager bug fix and
enhancement update
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selinux-policy bug fix and enhancement v4.14 -

update

coreutils bug fix and enhancement
update

rng-tools bug fix and enhancement
update

gcc bug fix and enhancement update

kmod-kvdo bug fix and enhancement
update

libteam bug fix and enhancement
update

glibc bug fix and enhancement update

pam bug fix and enhancement update

kexec-tools bug fix and enhancement
update

libsoup bug fix and enhancement
update

binutils bug fix and enhancement
update

pciutils bug fix and enhancement
update
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bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix
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RHBA-

2023:2910

RHBA-

2023:2892

RHBA-

2023:2869
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RHBA-
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RHBA-
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2023:2799

RHBA-
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RHBA-
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redhat-release bug fix and enhancement
update

dnsmasq bug fix and enhancement
update

redhat-rpm-config bug fix and
enhancement update

openscap bug fix and enhancement
update

scap-security-guide bug fix and
enhancement update

libreswan bug fix and enhancement
update

oddjob bug fix and enhancement update

wget bug fix and enhancement update

alsa-lib bug fix and enhancement
update

sscg bug fix and enhancement update

rsyslog bug fix and enhancement
update

hyperv-daemons bug fix and
enhancement update

mesa bug fix and enhancement update

libdrm bug fix and enhancement update

python-rpm-macros bug fix and
enhancement update

rhe bug fix and enhancement update

insights-client bug fix and enhancement
update

systemtap bug fix and enhancement
update

desktop-file-utils bug fix and
enhancement update

httpd:2.4 bug fix and enhancement
update
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bugfix
bugfix
bugfix
security
security
security
security
security
security
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHBA-

2023:2755

RHBA-

2023:2754

RHBA-

2023:2750

RHSA-

2023:2122

RHSA-

2023:1930

RHSA-

2023:1898

RHSA-

2023:1673

RHSA-

2023:1569

RHSA-

2023:1566

RHSA-

2023:1551

RHBA-

2023:1581

RHBA-

2023:1575

RHBA-

2023:1573

RHBA-

2023:1571

RHBA-

2023:1570

RHBA-

2023:1568

RHBA-

2023:1567

RHBA-

2023:1565

RHBA-

2023:1553

RHBA-

2023:1534

libblockdev bug fix and enhancement
update

udisks2 bug fix and enhancement
update

open-vm-tools bug fix and
enhancement update

Important: libreswan security update

Important: emacs security update

Important: java-17-openjdk security
and bug fix update

Important: httpd:2.4 security update

Moderate: gnutls security and bug fix
update

Important: kernel security, bug fix, and

enhancement update

Important: tigervne security update

dnsmasq bug fix update

tigervne bug fix and enhancement
update

virt:rhel and virt-devel:rhel bug fix
update

sos bug fix and enhancement update

NetworkManager bug fix and
enhancement update
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v4.16,CB7.1.0

vd.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
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selinux-policy bug fix and enhancement |v4.14 -

update

samba bug fix and enhancement update

device-mapper-multipath bug fix
update

linux-firmware bug fix and
enhancement update

tzdata bug fix and enhancement update
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v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0


https://access.redhat.com/errata/RHBA-2023:2755
https://access.redhat.com/errata/RHBA-2023:2755
https://access.redhat.com/errata/RHBA-2023:2754
https://access.redhat.com/errata/RHBA-2023:2754
https://access.redhat.com/errata/RHBA-2023:2750
https://access.redhat.com/errata/RHBA-2023:2750
https://access.redhat.com/errata/RHSA-2023:2122
https://access.redhat.com/errata/RHSA-2023:2122
https://access.redhat.com/errata/RHSA-2023:1930
https://access.redhat.com/errata/RHSA-2023:1930
https://access.redhat.com/errata/RHSA-2023:1898
https://access.redhat.com/errata/RHSA-2023:1898
https://access.redhat.com/errata/RHSA-2023:1673
https://access.redhat.com/errata/RHSA-2023:1673
https://access.redhat.com/errata/RHSA-2023:1569
https://access.redhat.com/errata/RHSA-2023:1569
https://access.redhat.com/errata/RHSA-2023:1566
https://access.redhat.com/errata/RHSA-2023:1566
https://access.redhat.com/errata/RHSA-2023:1551
https://access.redhat.com/errata/RHSA-2023:1551
https://access.redhat.com/errata/RHBA-2023:1581
https://access.redhat.com/errata/RHBA-2023:1581
https://access.redhat.com/errata/RHBA-2023:1575
https://access.redhat.com/errata/RHBA-2023:1575
https://access.redhat.com/errata/RHBA-2023:1573
https://access.redhat.com/errata/RHBA-2023:1573
https://access.redhat.com/errata/RHBA-2023:1571
https://access.redhat.com/errata/RHBA-2023:1571
https://access.redhat.com/errata/RHBA-2023:1570
https://access.redhat.com/errata/RHBA-2023:1570
https://access.redhat.com/errata/RHBA-2023:1568
https://access.redhat.com/errata/RHBA-2023:1568
https://access.redhat.com/errata/RHBA-2023:1567
https://access.redhat.com/errata/RHBA-2023:1567
https://access.redhat.com/errata/RHBA-2023:1565
https://access.redhat.com/errata/RHBA-2023:1565
https://access.redhat.com/errata/RHBA-2023:1553
https://access.redhat.com/errata/RHBA-2023:1553
https://access.redhat.com/errata/RHBA-2023:1534
https://access.redhat.com/errata/RHBA-2023:1534

2023-
03-28

2023-
03-22
2023-
03-16
2023-
03-15
2023-
03-07
2023-
02-21
2023-
02-21
2023-
02-21
2023-
02-21
2023-
02-21
2023-
02-21
2023-
02-21

2023-
02-21

2023-
02-21

2023-
02-21
2023-
02-21
2023-
02-21
2023-
02-21
2023-
02-21

2023-
02-21

bugfix
security
bugfix
security
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bugfix
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bugfix

bugfix
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2023:1491
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2023:1405
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2023:1300

RHSA-

2023:1252
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2023:1140

RHSA-
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RHSA-
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RHSA-
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tzdata bug fix and enhancement update
Important: openssl security update

sos bug fix and enhancement update
Important: nss security update

Moderate: curl security update

Moderate: httpd:2.4 security and bug

fix update

Moderate: tar security update

Important: samba security update

Moderate: systemd security and bug fix

update

Moderate: python-setuptools security

update

Moderate: python3 security update

Important: kernel security and bug fix

update

openscap bug fix and enhancement

update

container-tools:rhel8 bug fix and
enhancement update

virt:rhel and virt-devel:rhel bug fix and
enhancement update

grub2 bug fix and enhancement update

curl bug fix and enhancement update

OpenSSH bug fix and enhancement

update

kmod-kvdo bug fix and enhancement

update

nfs-utils bug fix and enhancement

update
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2023:0116

RHSA-
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iptables bug fix and enhancement
update

scap-security-guide bug fix and
enhancement update

rhe bug fix and enhancement update
Important: tigervnc security update
Important: libksba security update
Important: git security update

Important: sudo security update

Moderate: java-17-openjdk security and

bug fix update

Moderate: libxml2 security update
Moderate: libtasnl security update
Moderate: sqlite security update

Moderate: expat security update

Important: kernel security and bug fix
update

Moderate: systemd security and bug fix

update

Moderate: virt:rhel and virt-devel:rhel

security and bug fix update

Moderate: dbus security update
Moderate: libtiff security update
hyperv-daemons bug fix update

sssd bug fix and enhancement update

authselect bug fix and enhancement
update

v4.14 -
v4.16,CB7.1.0

vd.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.15,v4.16,CB
7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
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v4.14 -
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v4.16,CB7.1.0
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2023-
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2023-
01-09
2022-
12-14
2022-
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2022-
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2022-
11-28

2022-
11-18

bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
bugfix
bugfix
bugfix
security

bugfix

RHBA-

2023:0119

RHBA-

2023:0115

RHBA-

2023:0112

RHBA-

2023:0111

RHBA-

2023:0109

RHBA-

2023:0107

RHBA-

2023:0106

RHBA-

2023:0105

RHBA-

2023:0104

RHBA-

2023:0098

RHBA-

2023:0097

RHBA-

2023:0094

RHBA-

2023:0090

RHBA-

2023:0085

RHSA-

2023:0049

RHBA-

2022:9028

RHBA-

2022:8888

RHBA-

2022:8785

RHSA-

2022:8638

RHBA-

2022:7776

tigervnc bug fix and enhancement
update

container-tools:rhel8 bug fix and
enhancement update

insights-client bug fix and enhancement
update

curl bug fix and enhancement update

systemd bug fix and enhancement
update

dhcp bug fix and enhancement update

gce bug fix and enhancement update

util-linux bug fix and enhancement
update

dracut bug fix and enhancement update

NetworkManager bug fix and
enhancement update

v4.14 -
v4.16,CB7.1.0

vd.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

selinux-policy bug fix and enhancement v4.14 -

update

rsync bug fix and enhancement update

zlib bug fix and enhancement update

net-snmp bug fix and enhancement
update

Moderate: grub2 security update
libsolv bug fix and enhancement update
rhe bug fix and enhancement update
tzdata bug fix and enhancement update

Important: krb5 security update

libverto bug fix and enhancement
update

v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0
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v4.16,CB7.1.0
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2022- securit RHSA- Important: device-mapper-multipath v4.14 -
11-14 Y 2022:7928 security update v4.16,CB7.1.0
2022- RHBA- v4.14 -
11-09 bugfix 2002-7884 tzdata bug fix and enhancement update v4.16.CB7.1.0
2022- securit RHSA- Low: container-tools:rhel8 security, v4.14 -
11-08 Y 2022:7822  bug fix, and enhancement update v4.16,CB7.1.0
2022- securit RHSA- Moderate: rsync security and v4.14 -
11-08 Y 2022:7793 enhancement update v4.16,CB7.1.0
2022- . RHSA- e . v4.14 -
11-08 security 20027790 Moderate: bind security update v4.16,CB7.1.0
2022- . RHSA- ) . v4.14 -
11-08 security 20007745 Moderate: freetype security update v4.16.CB7.1.0
2022- securit RHSA- Moderate: libldb security, bug fix, and |v4.14 -
11-08 Y 2022:7730  enhancement update v4.16,CB7.1.0
2022- securit RHSA- Moderate: e2fsprogs security and bug  |v4.14 -
11-08 Y 2022:7720  fix update v4.16,CB7.1.0

2022- RHSA- v4.14 -

11-08 security 20027715 Moderate: libxml2 security update v4.16,CB7.1.0
2022- it RHSA- Moderate: webkit2gtk3 security and v4.14 -
11-08 Uy 2022:7704  'bug fix update v4.16,CB7.1.0
2022- . RHSA- L . v4.14 -
11-08 security 20227700 Moderate: gdisk security update v4.16.CB7.1.0
2022- securit RHSA- Moderate: kernel security, bug fix, and v4.14 -
11-08 Y 2022:7683  enhancement update v4.16,CB7.1.0

2022- RHSA- v4.14 -

11-08 security 20027647 Moderate: httpd:2.4 security update v4.16,CB7.1.0
2022- it RHSA- Moderate: dnsmasq security and bug  |v4.14 -
11-08 ey 2022:7633  fix update v4.16,CB7.1.0
2022- securit RHSA- Moderate: unbound security, bug fix, |v4.14 -
11-08 Y 2022:7622  |and enhancement update v4.16,CB7.1.0

2022- security RHOAS Moderate: libtiff security update V.14 -

11-08 2022:7585 v4.16,CB7.1.0
2022- . RHSA- RS . v4.14 -
11-08 security 20227514 Moderate: fribidi security update v4.16,CB7.1.0
2022- it RHSA- Moderate: qt5 security, bug fix, and v4.14 -
11-08 SeUY 2022:7482  lenhancement update v4.16,CB7.1.0

2022- RHSA- Low: virt:rhel and virt-devel:rhel Va.14 -

11-08 SCCUIY 50207472 fl;%‘;rt‘ety bug fix, and enhancement 1140 g7
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security

enhancement
enhancement
enhancement
enhancement
enhancement
enhancement

enhancement

bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHSA-
2022:7457

RHEA-
2022:7797

RHEA-
2022:7782

RHEA-
2022:7719

RHEA-

2022:7690

RHEA-

2022:7615

RHEA-

2022:7601

RHEA-

2022:7543

RHBA-

2022:7832

RHBA-

2022:7829

RHBA-

2022:7828

RHBA-

2022:7825

RHBA-

2022:7824

RHBA-

2022:7820

RHBA-

2022:7819

RHBA-

2022:7809

RHBA-

2022:7808

RHBA-

2022:7805

RHBA-

2022:7804

Moderate: container-tools:rhel8
security, bug fix, and enhancement
update

RDMA stack bug fix and enhancement
update

strace bug fix and enhancement update

subscription-manager bug fix and
enhancement update

tzdata bug fix and enhancement update

alsa-lib bug fix and enhancement
update

libdrm, mesa, and wayland-protocols
bug fix and enhancement update

subversion bug fix and enhancement
update

python3 bug fix update

sssd bug fix and enhancement update

NetworkManager bug fix and
enhancement update

bind bug fix and enhancement update

tzdata bug fix and enhancement update

virt:rhel and virt-devel:rhel bug fix and
enhancement update

rpm bug fix and enhancement update

libpwquality bug fix and enhancement
update

file bug fix and enhancement update

policycoreutils bug fix and
enhancement update

libsemanage bug fix and enhancement
update

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
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vd.14 -
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v4.14 -
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vd.14 -
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v4.14 -
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bugfix
bugfix
bugfix
bugfix
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bugfix
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bugfix
bugfix
bugfix
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bugfix
bugfix
bugfix
bugfix

bugfix

RHBA-

2022:7803

RHBA-

2022:7801

RHBA-

2022:7799

RHBA-

2022:7798

RHBA-

2022:7796

RHBA-

2022:7795

RHBA-

2022:7794

RHBA-

2022:7792

RHBA-

2022:7789

RHBA-

2022:7788

RHBA-

2022:7787

RHBA-

2022:7786

RHBA-

2022:7784

RHBA-
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RHBA-
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RHBA-
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RHBA-
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RHBA-

2022:7775

RHBA-

2022:7773

libtalloc bug fix and enhancement
update

memstrack bug fix and enhancement
update

grubby bug fix and enhancement
update

initscripts bug fix and enhancement
update

iptables bug fix and enhancement
update

gssproxy bug fix and enhancement
update

shadow-utils bug fix and enhancement
update

lvm2 bug fix and enhancement update

dhcp bug fix and enhancement update

libarchive bug fix and enhancement
update

irgbalance bug fix and enhancement
update

libselinux bug fix and enhancement
update

chrony bug fix and enhancement update

util-linux bug fix and enhancement
update

gdbm bug fix and enhancement update

librepo bug fix and enhancement
update

curl bug fix and enhancement update

kmod-kvdo bug fix and enhancement
update

libnl3 bug fix and enhancement update

setup bug fix and enhancement update

v4.14 -
v4.16,CB7.1.0
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and enhancement update

tar bug fix and enhancement update
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mdadm bug fix and enhancement
update

libtirpc bug fix and enhancement
update

sssd bug fix and enhancement update

authselect bug fix and enhancement
update

rpcbind bug fix and enhancement
update

sos bug fix and enhancement update

ding-libs bug fix and enhancement
update

libtdb bug fix and enhancement update

libtevent bug fix and enhancement
update

systemd bug fix and enhancement
update

grub2 bug fix and enhancement update
dracut bug fix and enhancement update
zlib bug fix and enhancement update
pam bug fix and enhancement update
libcap bug fix and enhancement update
cronie bug fix and enhancement update
elfutils bug fix and enhancement update

cups bug fix and enhancement update

device-mapper-multipath bug fix and
enhancement update

libsolv bug fix and enhancement update
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dnf bug fix and enhancement update

libdnf bug fix and enhancement update

rng-tools bug fix and enhancement
update

expat bug fix and enhancement update

nftables bug fix and enhancement
update

which bug fix and enhancement update

kexec-tools bug fix and enhancement
update

python-slip bug fix and enhancement
update

mokutil bug fix and enhancement
update

at bug fix and enhancement update
samba bug fix and enhancement update

krb5 bug fix and enhancement update

virt-what bug fix and enhancement
update

binutils bug fix and enhancement
update
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audit bug fix and enhancement update

NetworkManager bug fix and
enhancement update

mcelog bug fix and enhancement
update

redhat-release bug fix and enhancement
update

gtk3 bug fix and enhancement update

oddjob bug fix and enhancement update

hyperv-daemons bug fix and
enhancement update

libblockdev bug fix and enhancement
update

fstrm bug fix and enhancement update

openscap bug fix and enhancement
update

sscg bug fix and enhancement update

tigervne bug fix and enhancement
update

python-rpm-macros bug fix and
enhancement update

scap-security-guide bug fix and
enhancement update

nmap bug fix and enhancement update

open-vm-tools bug fix and
enhancement update

rhe bug fix and enhancement update

systemtap bug fix and enhancement
update

insights-client bug fix and enhancement
update

redhat-rpm-config bug fix and
enhancement update
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2022-
11-08

2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-03
2022-
10-27
2022-
10-25
2022-
10-25
2022-
10-25
2022-
10-25
2022-
10-25
2022-
10-25

2022-
10-25

2022-
10-25

2022-
10-25
2022-
10-25
2022-
10-25
2022-
10-25
2022-
10-25

2022-
10-25

bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
security
security
security
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHBA-
2022:7471

RHBA-
2022:7460

RHBA-
2022:7258

RHBA-
2022:6691

RHBA-
2022:7404

RHBA-
2022:7240

RHSA-
2022:7192

RHSA-

2022:7111

RHSA-

2022:7110

RHSA-

2022:7108

RHSA-

2022:7106

RHSA-

2022:7105

RHBA-

2022:7127

RHBA-

2022:7122

RHBA-

2022:7116

RHBA-

2022:7115

RHBA-

2022:7114

RHBA-

2022:7112

RHBA-

2022:7109

RHBA-

2022:7107

libestr bug fix and enhancement update

rsyslog bug fix and enhancement
update

java-17-openjdk bug fix and
enhancement update

java-17-openjdk bug fix and
enhancement update

tzdata bug fix and enhancement update

container-tools:rhel8 bug fix and
enhancement update

Important: device-mapper-multipath
security update

Moderate: samba security and bug fix
update

Important: kernel security, bug fix, and
enhancement update

Moderate: sqlite security update
Moderate: zlib security update

Moderate: gnutls security update

container-tools:rhel8 bug fix and
enhancement update

virt:rhel and virt-devel:rhel bug fix
update

libsemanage bug fix and enhancement
update

rpm bug fix and enhancement update
systemd update

sos bug fix and enhancement update

linux-firmware bug fix and
enhancement update

glib2 bug fix and enhancement update

v4.14 -
v4.16,CB7.1.0

vd.14 -
v4.16,CB7.1.0

v4.15,v4.16,CB
7.1.0

v4.15,v4.16,CB
7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0
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2022- buefix RHBA- NetworkManager bug fix and v4.14 -
10-25 & 2022:7104  |enhancement update v4.16,CB7.1.0

2022- RHSA- v4.14 -

10-24 security 20227089 Important: libksba security update v4.16.CB7.1.0
2022- RHBA- v4.14 -

10-20 bugfix 20227067 tzdata bug fix and enhancement update v4.16,CB7.1.0
2022- securit RHSA- Moderate: java-17-openjdk security and |v4.15,v4.16,CB
10-19 Y 2022:7000  |bug fix update 7.1.0

2022- securit RHSA- Important: expat security update v4.14 -

10-11 Y 20226878 portatit- exp y 1P v4.16,CB7.1.0
2022- RHBA- v4.14 -

10-06 bugfix 2002-6827 tzdata bug fix and enhancement update v4.16.CB7.1.0
2022- . RHSA- L . v4.14 -

10-04 security 20026778 Important: bind security update v4.16,CB7.1.0
2022- . RHSA- _ ) v4.14 -

09-13 security 20226463 Moderate: gnupg?2 security update v4.16.CB7.1.0
2022- securit RHSA- Moderate: kernel security, bug fix, and |v4.14 -

09-13 Y 2022:6460  enhancement update v4.16,CB7.1.0

2022- RHSA- v4.14 -

09-13 security 2002-6457 Moderate: python3 security update v4.16.CB7.1.0
2022- enhancement RHEA- nss and nspr bug fix and enhancement |v4.14 -

09-13 2022:6440  |update v4.16,CB7.1.0
2022- RHEA- . . v4.15,v4.16,CB
09-13 enhancement 2022:6327 java-17-openjdk bug fix update 710

2022- buefix RHBA- systemd bug fix and enhancement v4.14 -

09-13 £ 2022:6466  [update v4.16,CB7.1.0
2022- RHBA- . v4.14 -

09-13 bugfix 20226465 libdnf bug fix and enhancement update v4.16.CB7.1.0
2022- buefix RHBA- initscripts bug fix and enhancement v4.14 -

09-13 & 2022:6464  |update v4.16,CB7.1.0
2022- RHBA- v4.14 -

09-13 bugfix 2002-6461 pam bug fix and enhancement update v4.16,CB7.1.0
2022- buefix RHBA- ca-certificates bug fix and enhancement v4.14 -

09-13 & 2022:6459  |update v4.16,CB7.1.0
2022- RHBA- . v4.14 -

09-13 bugfix 2002-6458 iproute bug fix and enhacement update v4.16,CB7.1.0
2022- buefix RHBA- dnsmasq bug fix and enhancement v4.14 -

09-13 & 2022:6455  |update v4.16,CB7.1.0
2022- buefi RHBA- scap-security-guide bug fix and v4.14 -

09-13 |PUBHX 2022:6452  enhancement update v4.16,CB7.1.0
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2022-
09-13

2022-
09-06
2022-
08-29
2022-
08-24
2022-
08-24
2022-
08-24
2022-
08-23

2022-
08-03

2022-
08-02

2022-
08-02

2022-
08-02
2022-
08-02
2022-
08-02
2022-
08-02
2022-
08-02
2022-
08-02
2022-
08-02
2022-
08-02

2022-
08-02

bugfix
security
security
security
security
bugfix
bugfix

bugfix

security

security
security
security
security
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHBA-

2022:6446

RHSA-

2022:6357

RHSA-

2022:6206

RHSA-

2022:6180

RHSA-

2022:6159

RHBA-

2022:6151

RHBA-

2022:6138

RHBA-

2022:5872

RHSA-

2022:5821

RHSA-

2022:5819

RHSA-

2022:5818

RHSA-

2022:5813

RHSA-

2022:5809

RHBA-

2022:5830

RHBA-

2022:5825

RHBA-

2022:5824

RHBA-

2022:5820

RHBA-

2022:5817

RHBA-

2022:5816

virt:rhel and virt-devel:rhel bug fix and
enhancement update

Important: open-vm-tools security
update

Important: systemd security update
Important: rsync security update

Moderate: curl security update

v4.14 -
v4.16,CB7.1.0

vd.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

selinux-policy bug fix and enhancement v4.14 -

update

tzdata bug fix and enhancement update

sos bug fix and enhancement update

Moderate: virt:rhel and virt-devel:rhel
security, bug fix, and enhancement
update

Important: kernel security and bug fix
update

Moderate: openssl security update
Moderate: vim security update

Moderate: pcre2 security update

insights-client bug fix and enhancement
update

rhe bug fix and enhancement update
container-tools:rhel8 bug fix update
lvm2 bug fix and enhancement update
dbus bug fix and enhancement update

libdnf bug fix and enhancement update

v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

vd.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

vd.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0
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08-02
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08-02
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08-02
2022-
08-02
2022-
07-26
2022-
07-13
2022-
06-28
2022-
06-28
2022-
06-28

2022-
06-28

2022-
06-28

2022-
06-28
2022-
06-28
2022-
06-28
2022-
06-28
2022-
06-28

2022-
06-28

bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
security
security
security
security
security
security
bugfix
bugfix
bugfix
bugfix

bugfix

RHBA-

2022:5815

RHBA-

2022:5814

RHBA-

2022:5812

RHBA-

2022:5811

RHBA-

2022:5810

RHBA-

2022:5808

RHBA-

2022:5807

RHSA-

2022:5726

RHSA-

2022:5564

RHSA-

2022:5319

RHSA-

2022:5317

RHSA-

2022:5316

RHSA-

2022:5314

RHSA-

2022:5313

RHSA-

2022:5311

RHBA-

2022:5332

RHBA-

2022:5321

RHBA-

2022:5320

RHBA-

2022:5318

RHBA-

2022:5315

bash bug fix and enhancement update

v4.14 -
v4.16,CB7.1.0

microcode ctl bug fix and enhancement v4.14 -

update

v4.16,CB7.1.0

selinux-policy bug fix and enhancement |v4.14 -

update

device-mapper-multipath bug fix and
enhancement update

tuned bug fix and enhancement update

systemd bug fix and enhancement
update

rng-tools bug fix and enhancement
update

Important: java-17-openjdk security,
bug fix, and enhancement update

Important: kernel security, bug fix, and
enhancement update

Moderate: vim security update

Moderate: libxml2 security update

Important: kernel security and bug fix
update

Moderate: expat security update
Moderate: curl security update

Moderate: libgerypt security update

scap-security-guide bug fix and
enhancement update

sssd bug fix and enhancement update

NetworkManager bug fix and
enhancement update

dracut bug fix and enhancement update

samba bug fix and enhancement update

v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.15,v4.16,CB
7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0
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2022-
06-28

2022-
06-22
2022-
06-16
2022-
06-16
2022-
06-15
2022-
06-13
2022-
05-30
2022-
05-25
2022-
05-12
2022-
05-11
2022-
05-10
2022-
05-10

2022-
05-10

2022-
05-10

2022-
05-10
2022-
05-10
2022-
05-10
2022-
05-10
2022-
05-10

2022-
05-10

bugfix

security
security
bugfix

security
security
security
bugfix

security
security
security
security
security
security
security
security
security
security
security

security

RHBA-

2022:5312

RHSA-

2022:5163

RHSA-

2022:5095

RHBA-

2022:5081

RHSA-

2022:5056

RHSA-

2022:4991

RHSA-

2022:4799

RHBA-

2022:4744

RHSA-

2022:2234

RHSA-

2022:2201

RHSA-

2022:2120

RHSA-

2022:2110

RHSA-

2022:2092

RHSA-

2022:2074

RHSA-

2022:2043
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gcc bug fix and enhancement update

Low: httpd:2.4 security update

Important: grub2, mokutil, shim, and
shim-unsigned-x64 security update

glibc bug fix update

Important: cups security and bug fix
update

Important: xz security update
Important: rsyslog security update

sos bug fix and enhancement update

Important: subversion:1.10 security
update

Important: rsync security update

Moderate: zsh security update

Low: grub2 security, bug fix, and
enhancement update

Moderate: bind security, bug fix, and
enhancement update

Moderate: samba security, bug fix, and

enhancement update
Moderate: c-ares security update

Low: libssh security, bug fix, and
enhancement update

Moderate: openssh security, bug fix,
and enhancement update

Moderate: cpio security update

Important: kernel security, bug fix, and

enhancement update

Moderate: python3 security update
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ceurit RHSA-
secutity 2022:1961
X RHSA-
security 2022:1915
o RHSA-
security 2022:1891
X RHSA-
security 2022:1820
X RHSA-
SECUHY 2022:1810
i RHSA-
security 2022:1762
) RHSA-
security 2022:1759
N . RHEA-
cnnancemen 20222093
N . RHEA-
cnnancemen 20222029
N . RHEA-
cnnancemen 20222026
enhancement RHEA-
2022:2014
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cnnancemen 20221869
N . RHEA-
cnnancemen 20221774
enhancement RHEA-
2022:1768

Moderate: cairo and pixman security

and bug fix update

Moderate: httpd:2.4 security and bug

fix update

Low: libpq security update

Low: udisks2 security and bug fix

update

Moderate: libtiff security update

Important: container-tools:rhel8
security, bug fix, and enhancement

update

Moderate: virt:rhel and virt-devel:rhel
security, bug fix, and enhancement

update

dhcp bug fix and enhancement update

libseccomp bug fix and enhancement

update

strace bug fix and enhancement update

RDMA stack bug fix and enhancement

update

tzdata bug fix and enhancement update

mcelog bug fix and enhancement

update

sos bug fix and enhancement update

NetworkManager bug fix and

enhancement update

libreswan bug fix and enhancement

update

new module: perl:5.32

open-vm-tools bug fix and

enhancement update

java-17-openjdk bug fix and

enhancement update
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enhancement
bugfix
bugfix
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bugfix
bugfix
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bugfix
bugfix
bugfix

bugfix

RHEA-

2022:1733

RHBA-

2022:2147

RHBA-

2022:2141

RHBA-
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RHBA-
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2022:2121
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java-17-openjdk bug fix and
enhancement update

sssd bug fix and enhancement update
container-tools:rhel8 bug fix update
shim bug fix and enhancement update

gawk bug fix and enhancement update

libxml2 bug fix and enhancement
update

libsemanage bug fix and enhancement
update

texinfo bug fix and enhancement
update

gpgme bug fix and enhancement update

xfsdump bug fix and enhancement
update

passwd bug fix and enhancement
update

expat update
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microcode ctl bug fix and enhancement v4.14 -

update

man-pages bug fix and enhancement
update

fuse bug fix and enhancement update
tuned bug fix and enhancement update

dracut bug fix and enhancement update

e2fsprogs bug fix and enhancement
update

libcap bug fix and enhancement update

pam bug fix and enhancement update
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bugfix

RHBA-
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2022:2099

RHBA-

2022:2098

RHBA-

2022:2097

RHBA-

2022:2096

RHBA-

2022:2095

RHBA-

2022:2091

RHBA-
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2022:2088
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libnftnl bug fix and enhancement
update

util-linux bug fix and enhancement
update

sysfsutils bug fix and enhancement
update

unzip bug fix and enhancement update

cryptsetup bug fix and enhancement
update

audit bug fix and enhancement update

python-ethtool bug fix and
enhancement update

postfix bug fix and enhancement update

virt-what bug fix and enhancement
update

realmd bug fix and enhancement update

mdadm bug fix and enhancement
update

iputils bug fix and enhancement update

hwdata bug fix and enhancement
update

gssproxy bug fix and enhancement
update

rpm bug fix and enhancement update
sudo bug fix and enhancement update

setools bug fix and enhancement update

xfsprogs bug fix and enhancement
update

libldb bug fix and enhancement update

libtdb bug fix and enhancement update
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RHBA-
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RHBA-
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RHBA-

2022:2061
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RHBA-

2022:2057
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libtalloc bug fix and enhancement
update

gcc bug fix and enhancement update
dbus bug fix and enhancement update

sssd bug fix and enhancement update

systemd bug fix and enhancement
update

policycoreutils bug fix and
enhancement update

which bug fix and enhancement update

libtirpc bug fix and enhancement
update

python-linux-procfs bug fix and
enhancement update

firewalld bug fix and enhancement
update

jansson bug fix and enhancement
update

kmod bug fix and enhancement update

rng-tools bug fix and enhancement
update

fwupd bug fix and enhancement update
elfutils bug fix and enhancement update

libffi bug fix and enhancement update

kexec-tools bug fix and enhancement
update

dnf-plugins-core bug fix and
enhancement update

dnf bug fix and enhancement update

libsolv bug fix and enhancement update
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iproute bug fix and enhancement
update

libdnf bug fix and enhancement update

subscription-manager bug fix and
enhancement update

libcomps bug fix and enhancement
update

librepo bug fix and enhancement
update

crypto-policies bug fix and
enhancement update

ethtool bug fix and enhancement update
libuser bug fix and enhancement update
libbpf bug fix and enhancement update

lvm2 bug fix and enhancement update

device-mapper-multipath bug fix and
enhancement update

libstoragemgmt bug fix and
enhancement update

dmidecode bug fix and enhancement
update

device-mapper-persistent-data bug fix
and enhancement update

cups bug fix and enhancement update
vdo bug fix and enhancement update

json-c bug fix and enhancement update

nfs-utils bug fix and enhancement
update

net-snmp bug fix and enhancement
update

binutils bug fix and enhancement
update
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shadow-utils bug fix and enhancement
update

gdisk bug fix and enhancement update

perl bug fix and enhancement update

linux-firmware bug fix and
enhancement update

make bug fix and enhancement update

ModemManager bug fix and
enhancement update

cronie bug fix and enhancement update

python-pip bug fix and enhancement
update

glibc bug fix and enhancement update

nftables bug fix and enhancement
update

kmod-kvdo bug fix and enhancement
update

iptables bug fix and enhancement
update

glib2 bug fix and enhancement update

libmbim bug fix and enhancement
update

sed bug fix and enhancement update
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selinux-policy bug fix and enhancement |v4.14 -

update

libqmi bug fix and enhancement update
bash bug fix and enhancement update
rsync bug fix and enhancement update

kpatch bug fix and enhancement update
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redhat-release bug fix and enhancement |v4.14 -

update

plymouth bug fix and enhancement
update

man-pages-overrides bug fix and
enhancement update

gtk3 bug fix and enhancement update

vsftpd bug fix and enhancement update

tigervne bug fix and enhancement
update

tcpdump bug fix and enhancement
update

alsa-lib bug fix and enhancement
update

scap-security-guide bug fix and
enhancement update

libblockdev bug fix and enhancement
update

systemtap bug fix and enhancement
update

redhat-rpm-config bug fix and
enhancement update

git bug fix and enhancement update

adwaita-icon-theme bug fix and
enhancement update

hyperv-daemons bug fix and
enhancement update

mesa and related packages bug fix and
enhancement update

rhe bug fix and enhancement update

rsyslog bug fix and enhancement
update

openscap bug fix and enhancement
update

dnsmasq bug fix and enhancement
update
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insights-client bug fix and enhancement v4.14 -

update

sshpass bug fix and enhancement
update

Important: zlib security update

Moderate: vim security update

Important: kernel security and bug fix
update

Moderate: polkit security update

Important: gzip security update

virt:rhel and virt-devel:rhel bug fix
update

scap-security-guide bug fix and
enhancement update

NetworkManager bug fix and
enhancement update

device-mapper-multipath bug fix and
enhancement update
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microcode ctl bug fix and enhancement v4.14 -

update

Important: java-17-openjdk security
and bug fix update

Important: openssl security update

Important: httpd:2.4 security update

tzdata bug fix and enhancement update

Important: expat security update
Moderate: libxml2 security update
Moderate: glibc security update

Moderate: vim security update
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security
security
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
security
security
security
enhancement
enhancement
bugfix
bugfix

bugfix

RHSA-

2022:0892

RHSA-

2022:0891

RHSA-

2022:0886

RHBA-

2022:0901

RHBA-

2022:0900

RHBA-

2022:0898

RHBA-

2022:0897

RHBA-

2022:0895

RHBA-

2022:0893

RHBA-

2022:0890

RHSA-

2022:0825

RHSA-

2022:0658

RHSA-

2022:0370

RHSA-

2022:0368

RHSA-
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RHEA-
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RHBA-
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RHBA-

2022:0369
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2022:0365

Moderate: libarchive security update

Moderate: httpd:2.4 security update

Moderate: virt:rhel and virt-devel:rhel
security update

firewalld bug fix and enhancement
update

samba bug fix and enhancement update

lvm2 bug fix and enhancement update

subscription-manager bug fix and
enhancement update

linux-firmware bug fix and
enhancement update

systemd bug fix and enhancement
update

plymouth bug fix and enhancement
update

Important: kernel security, bug fix, and
enhancement update

Important: cyrus-sasl security update
Moderate: cryptsetup security update
Moderate: rpm security update

Moderate: vim security update

tcpdump bug fix and enhancement
update

container-tools:rhel8 security, bug fix,
and enhancement update

sssd bug fix and enhancement update
dnf-plugins-core bug fix update

sos bug fix and enhancement update
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bugfix
bugfix
security
security
security
security
security
security
security
security
security
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
security

security
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2022:0361

RHBA-

2022:0351

RHSA-

2022:0332

RHSA-

2022:0267

RHSA-

2022:0258

RHSA-

2022:0199

RHSA-

2022:0188

RHSA-

2022:0161

RHSA-

2021:5238

RHSA-

2021:5227

RHSA-

2021:5226

RHBA-

2021:5229

RHBA-

2021:5228

RHBA-

2021:5225

RHBA-

2021:5202

RHBA-

2021:5174

RHSA-

2021:5082

RHSA-

2021:4903

RHSA-

2021:4647

RHSA-

2021:4595

virt:rhel bug fix update

tigervne bug fix and enhancement
update

Critical: samba security and bug fix
update

Important: polkit security update
Important: httpd:2.4 security update

Important: libreswan security update

Important: kernel security and bug fix
update

Moderate: java-17-openjdk security
update

Low: virt:rhel and virt-devel:rhel
security update

Moderate: kernel security and bug fix
update

Moderate: openssl security update

systemd bug fix and enhancement
update

sssd bug fix and enhancement update

kexec-tools bug fix and enhancement
update

systemd bug fix and enhancement
update

v4.14 -
v4.16,CB7.1.0

vd.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.15,v4.16,CB
7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

selinux-policy bug fix and enhancement |v4.14 -

update

Important: samba security update
Critical: nss security update
Important: kernel security update

Moderate: binutils security update
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security
bugfix

security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security

security
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RHBA-
2021:4604

RHSA-

2021:4537

RHSA-

2021:4517

RHSA-

2021:4513

RHSA-

2021:4511

RHSA-

2021:4510

RHSA-

2021:4489

RHSA-

2021:4464

RHSA-

2021:4455

RHSA-

2021:4451

RHSA-

2021:4426

RHSA-

2021:4424

RHSA-

2021:4409

RHSA-

2021:4408

RHSA-

2021:4404

RHSA-

2021:4399

RHSA-
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RHSA-

2021:4393

RHSA-

2021:4387

Moderate: gcc security update
httpd:2.4 bug fix update

Important: httpd:2.4 security update
Moderate: vim security update

Moderate: libsepol security update

Moderate: curl security and bug fix

update

Low: lua security update

Low: rpm security, bug fix, and
enhancement update

Moderate: dnf security and bug fix

update

Low: python-pip security update

Moderate: gnutls and nettle security,
bug fix, and enhancement update

Moderate: ncurses security update

Moderate: openssl security and bug fix

update

Moderate: libgcrypt security and bug

fix update

Low: libsolv security and bug fix

update

Low: kexec-tools security, bug fix, and
enhancement update

Moderate: python3 security update

Moderate: sqlite security update

Moderate: cups security and bug fix

update

Low: libssh security update
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Low: gcc security and bug fix update

Moderate: glib2 security and bug fix
update

Moderate: bind security and bug fix
update

Moderate: json-c security and bug fix
update

Moderate: GNOME security, bug fix,
and enhancement update

Moderate: file security update
Low: pcre security update
Moderate: openssh security update

Moderate: binutils security update

Moderate: NetworkManager security,
bug fix, and enhancement update

Moderate: glibc security, bug fix, and
enhancement update

Moderate: kernel security, bug fix, and
enhancement update

Moderate: 1ibX11 security update

Moderate: libjpeg-turbo security and
bug fix update

Moderate: httpd:2.4 security, bug fix,
and enhancement update

Moderate: libtiff security and bug fix
update

Low: tcpdump security and bug fix
update

Moderate: jasper security update

Moderate: virt:thel and virt-devel:rhel
security, bug fix, and enhancement
update
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ceurit RHSA-
secutity 2021:4172
o RHSA-
security 2021:4154
ceurit RHSA-
secutity 2021:4153
X RHSA-
security 2021:4135
nhancement RHEA-
ehhancement 15551.4518
N . RHEA-
Chhancement 5 551.4514
N . RHEA-
ehhancement 15 5>1.4491
N . RHEA-
enhancement 5 551.4479
enhancement RHEA-
2021:4439
N . RHEA-
Chhancement 55 1.4434
N . RHEA-
ehhancement 5 551.4425
N . RHEA-
enhancement 5451.4405
enhancement RHEA-
2021:4388
. . RHEA-
ehhancement 55 1.4369
N . RHEA-
cnnancemen 20214366
N . RHEA-
enhancement 5 551.4243
enhancement RHEA-
2021:4234
X . RHEA-
enhancement 5 551.4229
. . RHEA-
ehhancement 15551.4192

Moderate: qt5 security, bug fix, and

enhancement update

Moderate: container-tools:rhel8
security, bug fix, and enhancement

update

Moderate: dnsmasq security and bug

fix update

Important: java-17-openjdk security

update

tzdata bug fix and enhancement update
strace bug fix and enhancement update

libbpf bug fix and enhancement update

redhat-logos bug fix and enhancement

update

net-snmp bug fix and enhancement

update

libcap-ng bug fix and enhancement

update

ethtool bug fix and enhancement update

libmodulemd bug fix and enhancement

update

sos bug fix and enhancement update

mcelog bug fix and enhancement

update

libstoragemgmt bug fix and

enhancement update

alsa-lib bug fix and enhancement

update

mesa and related packages bug fix and

enhancement update

google-noto-emoji-fonts and pango bug
fix and enhancement update

openscap bug fix and enhancement

update
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enhancement
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHEA-
2021:4136

RHBA-
2021:4543

RHBA-
2021:4541

RHBA-
2021:4536

RHBA-
2021:4516

RHBA-

2021:4515

RHBA-

2021:4512

RHBA-

2021:4509

RHBA-

2021:4508

RHBA-

2021:4507

RHBA-

2021:4504

RHBA-

2021:4501

RHBA-

2021:4500

RHBA-

2021:4499

RHBA-

2021:4497

RHBA-

2021:4496

RHBA-

2021:4495

RHBA-

2021:4494

RHBA-

2021:4493

RHBA-

2021:4492

java-17-openjdk bug fix and
enhancement update

tzdata bug fix and enhancement update

sssd bug fix and enhancement update

insights-client bug fix and enhancement
update

usermode bug fix and enhancement
update

libcap bug fix and enhancement update

os-prober bug fix and enhancement
update

grubby bug fix and enhancement
update

Isscsi bug fix and enhancement update

fontconfig bug fix and enhancement
update

postfix bug fix and enhancement update

emacs bug fix and enhancement update

mcelog bug fix and enhancement
update

linux-firmware bug fix and
enhancement update

policycoreutils bug fix and
enhancement update

chkconfig bug fix and enhancement
update

bash bug fix and enhancement update

mdadm bug fix and enhancement
update

libgmi bug fix and enhancement update

dhcp bug fix and enhancement update
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bugfix
bugfix
bugfix
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bugfix
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bugfix
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bugfix
bugfix
bugfix
bugfix
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bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHBA-

2021:4490

RHBA-

2021:4487

RHBA-

2021:4486

RHBA-

2021:4482

RHBA-

2021:4477

RHBA-

2021:4476

RHBA-

2021:4470

RHBA-

2021:4469

RHBA-

2021:4468

RHBA-

2021:4467

RHBA-

2021:4466

RHBA-

2021:4465

RHBA-

2021:4463

RHBA-

2021:4462

RHBA-

2021:4461

RHBA-

2021:4460

RHBA-

2021:4459

RHBA-

2021:4458

RHBA-

2021:4457

RHBA-

2021:4454

util-linux bug fix and enhancement
update

xfsprogs bug fix and enhancement
update

libtevent bug fix and enhancement
update

authselect bug fix and enhancement
update

parted bug fix and enhancement update

tuned bug fix and enhancement update

man-db bug fix and enhancement
update

systemd bug fix and enhancement
update

iptables bug fix and enhancement
update

e2fsprogs bug fix and enhancement
update

grub2 bug fix and enhancement update

nftables bug fix and enhancement
update

hwdata bug fix and enhancement
update

chrony bug fix and enhancement update

filesystem bug fix and enhancement
update

crypto-policies bug fix and
enhancement update

perl bug fix and enhancement update

gpgme bug fix and enhancement update

device-mapper-persistent-data bug fix
and enhancement update

keyutils bug fix and enhancement
update
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bugfix
bugfix
bugfix
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bugfix
bugfix

bugfix

RHBA-

2021:4453

RHBA-

2021:4449

RHBA-

2021:4444

RHBA-

2021:4443

RHBA-

2021:4442

RHBA-

2021:4438

RHBA-

2021:4437

RHBA-

2021:4436

RHBA-

2021:4435

RHBA-

2021:4433

RHBA-

2021:4431

RHBA-

2021:4430

RHBA-

2021:4429

RHBA-

2021:4428

RHBA-
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RHBA-

2021:4421

RHBA-

2021:4420

RHBA-

2021:4418

RHBA-

2021:4417

RHBA-

2021:4412

adcli bug fix and enhancement update

openldap bug fix and enhancement
update

mdadm bug fix and enhancement
update

python-cryptography bug fix and
enhancement update

Ishw bug fix and enhancement update
samba bug fix and enhancement update

libldb bug fix and enhancement update

libtalloc bug fix and enhancement
update

sssd bug fix and enhancement update
elfutils bug fix and enhancement update
lvm2 bug fix and enhancement update

realmd bug fix and enhancement update

librepo bug fix and enhancement
update

polkit bug fix and enhancement update

rng-tools bug fix and enhancement
update

hdparm bug fix and enhancement
update
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selinux-policy bug fix and enhancement |v4.14 -

update

coreutils bug fix and enhancement
update

shadow-utils bug fix and enhancement
update

RDMA stack bug fix and enhancement
update
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tpm2-tss bug fix and enhancement
update

unzip bug fix and enhancement update

libcomps bug fix and enhancement
update

numactl bug fix and enhancement
update

nfs-utils bug fix and enhancement
update

mdadm bug fix and enhancement
update

pam bug fix and enhancement update
dracut bug fix and enhancement update
fwupd bug fix and enhancement update

kmod bug fix and enhancement update

subscription-manager bug fix and
enhancement update

iproute bug fix and enhancement
update

krb5 bug fix and enhancement update

quota bug fix and enhancement update

dmidecode bug fix and enhancement
update

libtirpc bug fix and enhancement
update

libxcrypt bug fix and enhancement
update

virt-what bug fix and enhancement
update

device-mapper-multipath bug fix and
enhancement update

dbus bug fix and enhancement update
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ModemManager bug fix and
enhancement update

which bug fix and enhancement update

kmod-kvdo bug fix and enhancement
update

kpatch bug fix and enhancement update

firewalld bug fix and enhancement
update

libndp bug fix and enhancement update

Im_sensors bug fix and enhancement
update

redhat-release bug fix and enhancement
update

plymouth bug fix and enhancement
update

fstrm bug fix and enhancement update

perl-GSSAPI bug fix and enhancement
update

apr bug fix and enhancement update

ipmitool bug fix and enhancement
update

nmap bug fix and enhancement update

libreswan bug fix and enhancement
update

man-pages-overrides bug fix and
enhancement update

scap-security-guide bug fix and
enhancement update

copy-jdk-configs bug fix and
enhancement update

dwz bug fix and enhancement update
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open-vm-tools bug fix and
enhancement update

xorg-x11-font-utils bug fix and
enhancement update

systemtap bug fix and enhancement
update

tigervnc bug fix and enhancement
update

libblockdev bug fix and enhancement
update

unbound bug fix and enhancement
update

rsyslog and its related dependencies
bug fix and enhancement update

udisks2 bug fix and enhancement
update

insights-client bug fix and enhancement

update

vsftpd bug fix and enhancement update

rhe bug fix and enhancement update
Moderate: libsolv security update
Moderate: curl security update
Moderate: samba security update

Moderate: python3 security update

Important: kernel security, bug fix, and

enhancement update

openscap bug fix and enhancement
update

scap-security-guide bug fix and
enhancement update

sudo bug fix and enhancement update

NetworkManager bug fix and
enhancement update
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nfs-utils bug fix and enhancement
update

iptables bug fix and enhancement
update

tzdata bug fix and enhancement update
Important: httpd:2.4 security update
tzdata bug fix and enhancement update
container-tools:rhel8 bug fix update
Moderate: curl security update

Moderate: krb5 security update

Moderate: nss and nspr security, bug
fix, and enhancement update

strace bug fix and enhancement update
grub2 bug fix and enhancement update

libdb bug fix and enhancement update
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selinux-policy bug fix and enhancement |v4.14 -

update
rhe bug fix and enhancement update

subscription-manager bug fix and
enhancement update

python3 bug fix and enhancement
update

sos bug fix and enhancement update

rng-tools bug fix and enhancement
update

ca-certificates bug fix and enhancement
update

Moderate: kernel security, bug fix, and
enhancement update

v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0


https://access.redhat.com/errata/RHBA-2021:4055
https://access.redhat.com/errata/RHBA-2021:4055
https://access.redhat.com/errata/RHBA-2021:4054
https://access.redhat.com/errata/RHBA-2021:4054
https://access.redhat.com/errata/RHBA-2021:4003
https://access.redhat.com/errata/RHBA-2021:4003
https://access.redhat.com/errata/RHSA-2021:3816
https://access.redhat.com/errata/RHSA-2021:3816
https://access.redhat.com/errata/RHBA-2021:3790
https://access.redhat.com/errata/RHBA-2021:3790
https://access.redhat.com/errata/RHBA-2021:3661
https://access.redhat.com/errata/RHBA-2021:3661
https://access.redhat.com/errata/RHSA-2021:3582
https://access.redhat.com/errata/RHSA-2021:3582
https://access.redhat.com/errata/RHSA-2021:3576
https://access.redhat.com/errata/RHSA-2021:3576
https://access.redhat.com/errata/RHSA-2021:3572
https://access.redhat.com/errata/RHSA-2021:3572
https://access.redhat.com/errata/RHEA-2021:3591
https://access.redhat.com/errata/RHEA-2021:3591
https://access.redhat.com/errata/RHBA-2021:3595
https://access.redhat.com/errata/RHBA-2021:3595
https://access.redhat.com/errata/RHBA-2021:3594
https://access.redhat.com/errata/RHBA-2021:3594
https://access.redhat.com/errata/RHBA-2021:3592
https://access.redhat.com/errata/RHBA-2021:3592
https://access.redhat.com/errata/RHBA-2021:3588
https://access.redhat.com/errata/RHBA-2021:3588
https://access.redhat.com/errata/RHBA-2021:3586
https://access.redhat.com/errata/RHBA-2021:3586
https://access.redhat.com/errata/RHBA-2021:3584
https://access.redhat.com/errata/RHBA-2021:3584
https://access.redhat.com/errata/RHBA-2021:3583
https://access.redhat.com/errata/RHBA-2021:3583
https://access.redhat.com/errata/RHBA-2021:3574
https://access.redhat.com/errata/RHBA-2021:3574
https://access.redhat.com/errata/RHBA-2021:3573
https://access.redhat.com/errata/RHBA-2021:3573
https://access.redhat.com/errata/RHSA-2021:3548
https://access.redhat.com/errata/RHSA-2021:3548

2021-
09-07

2021-
08-16
2021-
08-10
2021-
08-10
2021-
08-10
2021-
08-10
2021-
08-10
2021-
08-10
2021-
08-10
2021-
08-10
2021-
08-10
2021-
08-10

2021-
08-10

2021-
08-10

2021-
08-10
2021-
08-10
2021-
08-10
2021-
08-09
2021-
07-20

2021-
07-20

security
security
security
security
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security

security

RHSA-

2021:3447

RHSA-

2021:3151

RHSA-

2021:3061

RHSA-

2021:3058

RHSA-

2021:3057

RHBA-

2021:3085

RHBA-

2021:3080

RHBA-

2021:3070

RHBA-

2021:3059

RHBA-

2021:3056

RHBA-

2021:3055

RHBA-

2021:3053

RHBA-

2021:3052

RHBA-

2021:3051

RHBA-

2021:3050

RHBA-

2021:3047

RHBA-

2021:3046

RHSA-

2021:3027

RHSA-

2021:2717

RHSA-

2021:2714

Important: kernel security and bug fix
update

Important: sssd security update

Moderate: virt:rhel and virt-devel:rhel
security and bug fix update

Moderate: glib2 security update

Important: kernel security, bug fix, and
enhancement update

systemtap bug fix and enhancement
update

insights-client bug fix and enhancement
update

container-tools:rhel8 security, bug fix,
and enhancement update

systemd bug fix and enhancement
update

nfs-utils bug fix and enhancement
update

NetworkManager bug fix and
enhancement update

virt-what bug fix and enhancement
update

kexec-tools bug fix and enhancement
update
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selinux-policy bug fix and enhancement v4.14 -

update

samba bug fix and enhancement update

perl bug fix and enhancement update

mdadm bug fix and enhancement
update

Important: microcode_ctl security, bug
fix and enhancement update

Important: systemd security update

Important: kernel security and bug fix
update
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security
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Moderate: 1z4 security update

Moderate: rpm security update

Important: kernel security and bug fix
update

Moderate: libxml2 security update

Moderate: fwupd security update

rsyslog bug fix and enhancement
update

openldap bug fix and enhancement
update

firewalld bug fix and enhancement
update

unzip bug fix and enhancement update

subscription-manager bug fix and
enhancement update

NetworkManager bug fix and
enhancement update

systemd bug fix and enhancement
update

sssd bug fix and enhancement update

kexec-tools bug fix and enhancement
update

tuned bug fix and enhancement update

libpq bug fix and enhancement update

Important: container-tools:rhel8
security update

Important: dhcp security update

Important: microcode_ctl security, bug
fix and enhancement update

Important: polkit security update
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Important: glib2 security and bug fix
update

Important: kernel security and bug fix
update

bash bug fix and enhancement update

Important: bind security update

Moderate: unbound security, bug fix,
and enhancement update

Moderate: httpd:2.4 security, bug fix,
and enhancement update

Moderate: userspace graphics, xorg-
x11, and mesa security, bug fix, and
enhancement update

Moderate: container-tools:rhel8
security, bug fix, and enhancement
update

Moderate: tigervnc security, bug fix,
and enhancement update

Moderate: virt:rhel and virt-devel:rhel
security, bug fix, and enhancement
update

Moderate: shim security update
Low: sudo security and bug fix update
Moderate: brotli security update

Low: bash security and bug fix update

Moderate: perl security and bug fix
update

Low: libdb security update

Moderate: samba security, bug fix, and
enhancement update

Moderate: python3 security update
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redhat-rpm-config bug fix and
enhancement update

libpq bug fix and enhancement update

libreswan bug fix and enhancement
update

openscap bug fix and enhancement
update

alsa-lib bug fix and enhancement
update

open-vm-tools bug fix and
enhancement update

libseccomp bug fix and enhancement
update

nftables bug fix and enhancement
update

ima-evm-utils bug fix and enhancement
update

libpcap bug fix and enhancement
update

device-mapper-multipath bug fix and
enhancement update

pciutils bug fix and enhancement
update

mcelog bug fix and enhancement
update

redhat-logos bug fix and enhancement
update

tzdata bug fix and enhancement update

irgbalance bug fix and enhancement
update

sos bug fix and enhancement update

libarchive bug fix and enhancement
update

ethtool bug fix and enhancement update

strace bug fix and enhancement update
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pyOpenSSL bug fix and enhancement  |v4.14 -
update v4.16,CB7.1.0
v4.14 -

libmpc bug fix and enhancement update v4.16,CB7.1.0
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squashfs-tools bug fix and enhancement v4.14 -

oddjob bug fix and enhancement update

libndp bug fix and enhancement update
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hrony bug fix and enh tupdate V414
chrony bug fix and enhancement update v4.16,CB7.1.0
cryptsetup bug fix and enhancement v4.14 -
update v4.16,CB7.1.0
ledmon bug fix and enhancement v4.14 -
update v4.16,CB7.1.0
irgbalance bug fix and enhancement v4.14 -
update v4.16,CB7.1.0
libbpf bug fix and enhancement update V414 -
prbug PEAE v4.16,CB7.1.0
policycoreutils bug fix and v4.14 -
enhancement update v4.16,CB7.1.0
v4.14 -
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oc bus cHHAncement uptaie v4.16,cB7.1.0
mdadm bug fix and enhancement v4.14 -
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fwupd bug fix and enhancement update V414 -
Wupd bug Iix HPEE v4.16,CB7.1.0
crontabs bug fix and enhancement v4.14 -
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rpcbind bug fix and enhancement v4.14 -
update v4.16,CB7.1.0
tfix bug fix and enh tupdate 414
postfix bug fix and enhancement update v4.16,CB7.1.0
tpm2-tss bug fix and enhancement v4.14 -
update v4.16,CB7.1.0
dracut bug fix and enh tupdate V414
racut bug fix and enhancement update v4.16,CB7.1.0
lvm? bug fix and enh tupdate V414
vm?2 bug fix and enhancement update v4.16,CB7.1.0
dnf bug fix and enh tupdate |V il4-
nf bug fix and enhancement update |\ < g7 1
libsolv bug fix and enhancement update V.14 -
8 PAate V4.16,cB7.1.0
iproute bug fix and enhancement v4.14 -
update v4.16,CB7.1.0
libldb bug fix and enh tupdate V14
i ug fix and enhancement update v4.16,CB7.1.0
shadow-utils bug fix and enhancement |v4.14 -
update v4.16,CB7.1.0
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libstoragemgmt bug fix and
enhancement update

procps-ng bug fix and enhancement
update

hdparm bug fix and enhancement
update

initscripts bug fix and enhancement
update

dhcp bug fix and enhancement update

rsync bug fix and enhancement update

efi-rpm-macros bug fix and
enhancement update

elfutils bug fix and enhancement update
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avahi bug fix and enhancement update

kexec-tools bug fix and enhancement
update

rpm bug fix and enhancement update

libpwquality bug fix and enhancement
update

zlib bug fix and enhancement update

json-c bug fix and enhancement update

libselinux bug fix and enhancement
update

RDMA stack bug fix and enhancement
update

gssproxy bug fix and enhancement
update

libxslt bug fix and enhancement update
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kmod-kvdo bug fix and enhancement
update

gpgme bug fix and enhancement update

subscription-manager bug fix and
enhancement update

binutils bug fix and enhancement
update

gce bug fix and enhancement update

openldap bug fix and enhancement
update

redhat-release bug fix and enhancement
update
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selinux-policy bug fix and enhancement v4.14 -

update

procps-ng bug fix and enhancement
update

Important: gnutls and nettle security
update

Important: libldb security update

Important: kernel security, bug fix, and
enhancement update

NetworkManager bug fix and
enhancement update
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systemd bug fix and enhancement
update

sos bug fix and enhancement update

crypto-policies bug fix and
enhancement update
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file bug fix and enhancement update

Moderate: virt:rhel and virt-devel:rhel
security update
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Important: openssl security update

Important: virt:rhel and virt-devel:rhel

security update

Moderate: grub2 security update

Important: bind security update
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microcode ctl bug fix and enhancement |v4.14 -

update

Important: kernel security, bug fix, and
enhancement update

Moderate: perl security update

Moderate: nss security and bug fix

update

Moderate: container-tools:rhel8
security, bug fix, and enhancement

update

tuned bug fix and enhancement update

subscription-manager bug fix and
enhancement update

postfix bug fix and enhancement update

NetworkManager bug fix and
enhancement update

dbus bug fix and enhancement update

kmod bug fix and enhancement update

kexec-tools bug fix and enhancement

update

glibc bug fix and enhancement update
samba bug fix and enhancement update

lvm2 bug fix and enhancement update
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dracut bug fix and enhancement update

virt:rhel bug fix update

libblockdev bug fix and enhancement

update

Important: subversion:1.10 security

update
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update

Important: sudo security update
tzdata bug fix and enhancement update

Important: dnsmasq security update

Important: kernel security and bug fix

update

tzdata bug fix and enhancement update

Moderate: mariadb-connector-c
security, bug fix, and enhancement

update

Moderate: gnutls security and bug fix

update

Important: net-snmp security and bug

fix update

Important: linux-firmware security and
enhancement update

Important: openssl security and bug fix

update

Moderate: kernel security and bug fix

update

openscap bug fix and enhancement

update
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bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
security
security
security

security

security

security

security

security

RHBA-

2020:5494

RHBA-

2020:5489

RHBA-

2020:5484

RHBA-

2020:5482

RHBA-

2020:5478

RHBA-

2020:5477

RHBA-

2020:5475

RHBA-

2020:5474

RHBA-

2020:5472

RHSA-

2020:5401

RHSA-

2020:5085

RHSA-

2020:4952

RHSA-

2020:4760

RHSA-

2020:4751

RHSA-

2020:4712

RHSA-

2020:4694

RHSA-

2020:4687

RHSA-

2020:4685

RHSA-

2020:4676

virt:rhel bug fix update

insights-client bug fix and enhancement
update

tigervne bug fix and enhancement
update

curl bug fix and enhancement update

systemd bug fix and enhancement
update

iptables bug fix and enhancement
update

kexec-tools bug fix and enhancement
update

NetworkManager bug fix and
enhancement update

tuned bug fix and enhancement update

Important: libpq security update

Moderate: microcode_ctl security, bug
fix and enhancement update

Important: freetype security update

Moderate: tcpdump security, bug fix,
and enhancement update

Moderate: httpd:2.4 security, bug fix,
and enhancement update

Moderate: subversion:1.10 security
update

Moderate: container-tools:rhel8
security, bug fix, and enhancement
update

Moderate: oddjob security, bug fix, and
enhancement update

Important: kernel security update

Moderate: virt:rhel and virt-devel:rhel
security, bug fix, and enhancement
update
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security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security

security

RHSA-
2020:4634

RHSA-
2020:4599

RHSA-
2020:4568

RHSA-
2020:4553

RHSA-
2020:4547

RHSA-

2020:4545

RHSA-

2020:4542

RHSA-

2020:4539

RHSA-

2020:4514

RHSA-

2020:4508

RHSA-

2020:4500

RHSA-

2020:4497

RHSA-

2020:4490

RHSA-

2020:4484

RHSA-

2020:4482

RHSA-

2020:4479

RHSA-

2020:4469

RHSA-

2020:4465

RHSA-

2020:4464

RHSA-

2020:4453

Moderate: libtiff security update

Moderate: curl security and bug fix
update

Moderate: libldb security, bug fix, and
enhancement update

Low: systemd security, bug fix, and
enhancement update

Low: libpcap security, bug fix, and
enhancement update

Moderate: libssh security, bug fix, and
enhancement update

Moderate: cryptsetup security, bug fix,
and enhancement update

Moderate: pcre2 security and
enhancement update

Low: openssl security, bug fix, and
enhancement update

Moderate: libsolv security, bug fix, and
enhancement update

Moderate: bind security, bug fix, and
enhancement update

Moderate: cyrus-sasl security, bug fix,
and enhancement update

Moderate: gnupg? security, bug fix,
and enhancement update

Moderate: expat security update

Moderate: libgcrypt security, bug fix,
and enhancement update

Moderate: libxml2 security update
Low: cups security and bug fix update
Low: binutils security update
Moderate: libxslt security update

Moderate: vim security update
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ceurit RHSA-
secutity 2020:4451
X RHSA-
securtty 12020:4444
o RHSA-
security 2020:4443
X RHSA-
security 2020:4442
) RHSA-
security 2020:4436
X RHSA-
security 2020:4433
X RHSA-
security 2020:4432
X RHSA-
security 2020:4431
enhancement RHEA-
2020:4825
N . RHEA-
ehhancement 5 5>0-4801
N . RHEA-
ehhancement 5,0-4775
N . RHEA-
enhancement 5 550-4749
enhancement RHEA-
2020:4745
N . RHEA-
enhancement  5>0-4742
N . RHEA-
ehhancement 15550-4735
N . RHEA-
enhancement 5 4550.4727
enhancement RHEA-
2020:4724
X . RHEA-
ehhancement i 5>0.4722
N . RHEA-
enhancement 1 5>0.4720

Moderate: GNOME security, bug fix,
and enhancement update

Moderate: glibc security, bug fix, and
enhancement update

Moderate: libarchive security update

Moderate: sqlite security update

Low: gnome-software and fwupd
security, bug fix, and enhancement
update

Moderate: python3 security and bug fix
update

Moderate: python-pip security update

Moderate: kernel security, bug fix, and
enhancement update

redhat-rpm-config bug fix and
enhancement update

systemtap bug fix and enhancement
update

rsyslog bug fix and enhancement
update

udisks2 bug fix and enhancement
update

git bug fix and enhancement update

userspace graphics, xorg-x11, and mesa
bug fix and enhancement update

open-vm-tools bug fix and
enhancement update

new module: perl:5.30

perl-IO-Socket-SSL:2.066 and perl-
libwww-perl:6.34 update

libreswan bug fix and enhancement
update

ipmitool bug fix and enhancement
update
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RHEA-
2020:4680

RHEA-
2020:4596

RHEA-
2020:4587

RHEA-
2020:4583

RHEA-
2020:4571

RHEA-
2020:4555

RHEA-
2020:4549

RHEA-
2020:4543

RHEA-
2020:4540

RHEA-
2020:4535

RHEA-
2020:4534

RHEA-
2020:4525

RHEA-

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

2020:4521

RHEA-

enhancement

2020:4516

RHEA-

enhancement

2020:4510

RHEA-

enhancement

2020:4503

RHEA-

enhancement

2020:4492

RHEA-

enhancement

2020:4491

RHEA-

enhancement

2020:4489

RHEA-

enhancement

2020:4487

Imdb bug fix and enhancement update

efivar bug fix and enhancement update

libusbx bug fix and enhancement

update

brotli bug fix and enhancement update
elfutils bug fix and enhancement update

libpsl bug fix and enhancement update

mcelog bug fix and enhancement

update

samba bug fix and enhancement update

device-mapper-multipath bug fix and

enhancement update

nftables bug fix and enhancement

update

sos bug fix and enhancement update

libcap bug fix and enhancement update

libmodulemd bug fix and enhancement

update

memstrack bug fix and enhancement

update

yum bug fix and enhancement update

authselect bug fix and enhancement

update

pciutils bug fix and enhancement

update

strace bug fix and enhancement update

v4.14 -
v4.16,CB7.1.0

vd.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

microcode ctl bug fix and enhancement v4.14 -

update

smartmontools bug fix and

enhancement update
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enhancement RHEA-
2020:4472
enhancement RLEA-
2020:4468
enhancement RLEA-
2020:4456
bugfix %
bugfix %
bugfix %
bugfix %
bugfix %
bugfix %
bugfix %
bugfix %
bugfix %
bugfix %
bugfix %
bugfix %
bugfix %
bugfix %
bugfix %
bugfix %
bugfix %

libseccomp bug fix and enhancement
update

Isof bug fix and enhancement update

rdma-core bug fix and enhancement
update

scap-security-guide bug fix and
enhancement update

libreswan bug fix and enhancement
update

tzdata bug fix and enhancement update

NetworkManager bug fix and
enhancement update

systemd bug fix and enhancement
update

libselinux bug fix and enhancement
update

copy-jdk-configs bug fix and
enhancement update

python-rpm-macros bug fix and
enhancement update

plymouth bug fix and enhancement
update

insights-client bug fix and enhancement
update

alsa-lib bug fix and enhancement
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apr bug fix and enhancement update

libblockdev bug fix and enhancement
update

libmaxminddb bug fix and
enhancement update

tigervnc bug fix and enhancement
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man-pages-overrides bug fix and
enhancement update

dnsmasq bug fix and enhancement
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hyperv-daemons bug fix and
enhancement update

unbound bug fix and enhancement
update

wget bug fix and enhancement update

scap-security-guide bug fix and
enhancement update

vsftpd bug fix and enhancement update

openscap bug fix and enhancement
update

mokutil bug fix and enhancement
update

device-mapper-persistent-data bug fix
and enhancement update

realmd bug fix and enhancement update

snappy bug fix and enhancement
update

tzdata bug fix and enhancement update

psmisc bug fix and enhancement update

libstoragemgmt bug fix and
enhancement update

libsemanage bug fix and enhancement
update

libbpf bug fix and enhancement update

bash bug fix and enhancement update

python-linux-procfs bug fix and
enhancement update

tar bug fix and enhancement update
libdb bug fix and enhancement update

kbd bug fix and enhancement update

v4.14 -
v4.16,CB7.1.0

vd.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0


https://access.redhat.com/errata/RHBA-2020:4660
https://access.redhat.com/errata/RHBA-2020:4660
https://access.redhat.com/errata/RHBA-2020:4645
https://access.redhat.com/errata/RHBA-2020:4645
https://access.redhat.com/errata/RHBA-2020:4630
https://access.redhat.com/errata/RHBA-2020:4630
https://access.redhat.com/errata/RHBA-2020:4626
https://access.redhat.com/errata/RHBA-2020:4626
https://access.redhat.com/errata/RHBA-2020:4624
https://access.redhat.com/errata/RHBA-2020:4624
https://access.redhat.com/errata/RHBA-2020:4623
https://access.redhat.com/errata/RHBA-2020:4623
https://access.redhat.com/errata/RHBA-2020:4604
https://access.redhat.com/errata/RHBA-2020:4604
https://access.redhat.com/errata/RHBA-2020:4603
https://access.redhat.com/errata/RHBA-2020:4603
https://access.redhat.com/errata/RHBA-2020:4601
https://access.redhat.com/errata/RHBA-2020:4601
https://access.redhat.com/errata/RHBA-2020:4600
https://access.redhat.com/errata/RHBA-2020:4600
https://access.redhat.com/errata/RHBA-2020:4594
https://access.redhat.com/errata/RHBA-2020:4594
https://access.redhat.com/errata/RHBA-2020:4592
https://access.redhat.com/errata/RHBA-2020:4592
https://access.redhat.com/errata/RHBA-2020:4591
https://access.redhat.com/errata/RHBA-2020:4591
https://access.redhat.com/errata/RHBA-2020:4589
https://access.redhat.com/errata/RHBA-2020:4589
https://access.redhat.com/errata/RHBA-2020:4588
https://access.redhat.com/errata/RHBA-2020:4588
https://access.redhat.com/errata/RHBA-2020:4586
https://access.redhat.com/errata/RHBA-2020:4586
https://access.redhat.com/errata/RHBA-2020:4584
https://access.redhat.com/errata/RHBA-2020:4584
https://access.redhat.com/errata/RHBA-2020:4582
https://access.redhat.com/errata/RHBA-2020:4582
https://access.redhat.com/errata/RHBA-2020:4581
https://access.redhat.com/errata/RHBA-2020:4581
https://access.redhat.com/errata/RHBA-2020:4580
https://access.redhat.com/errata/RHBA-2020:4580

2020-
11-03

2020-
11-03
2020-
11-03
2020-
11-03
2020-
11-03
2020-
11-03
2020-
11-03
2020-
11-03
2020-
11-03
2020-
11-03
2020-
11-03
2020-
11-03

2020-
11-03

2020-
11-03

2020-
11-03
2020-
11-03
2020-
11-03
2020-
11-03
2020-
11-03

2020-
11-03

bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHBA-

2020:4579

RHBA-

2020:4578

RHBA-

2020:4576

RHBA-

2020:4575

RHBA-

2020:4574

RHBA-

2020:4569

RHBA-

2020:4567

RHBA-

2020:4566

RHBA-

2020:4565

RHBA-

2020:4563

RHBA-

2020:4561

RHBA-

2020:4560

RHBA-

2020:4559

RHBA-

2020:4558

RHBA-

2020:4557

RHBA-

2020:4554

RHBA-

2020:4551

RHBA-

2020:4548

RHBA-

2020:4546

RHBA-

2020:4544

rsync bug fix and enhancement update

adcli bug fix and enhancement update

net-snmp bug fix and enhancement
update

util-linux bug fix and enhancement
update

shim bug fix and enhancement update

sssd bug fix and enhancement update

libtevent bug fix and enhancement
update

libtdb bug fix and enhancement update

libtalloc bug fix and enhancement
update

mdadm bug fix and enhancement
update

rpm bug fix and enhancement update

e2fsprogs bug fix and enhancement
update

tuned bug fix and enhancement update

hwdata bug fix and enhancement
update

zstd bug fix and enhancement update

xfsprogs bug fix and enhancement
update

kmod-kvdo bug fix and enhancement
update

gpgme bug fix and enhancement update
lvm2 bug fix and enhancement update

setools bug fix and enhancement update
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krb5 bug fix and enhancement update

logrotate bug fix and enhancement
update

crypto-policies bug fix and
enhancement update

Ishw bug fix and enhancement update

file bug fix and enhancement update

nfs-utils bug fix and enhancement
update
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selinux-policy bug fix and enhancement v4.14 -

update

gnutls bug fix and enhancement update

nettle bug fix and enhancement update

dmidecode bug fix and enhancement
update

iptables bug fix and enhancement
update

sed bug fix and enhancement update
libffi bug fix and enhancement update

grub2 bug fix and enhancement update

libteam bug fix and enhancement
update

librepo bug fix and enhancement
update

gce bug fix and enhancement update

grubby bug fix and enhancement
update

iprutils bug fix and enhancement
update

NetworkManager bug fix and
enhancement update
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numactl bug fix and enhancement
update

redhat-release bug fix and enhancement
update

dhcp bug fix and enhancement update

linux-firmware bug fix and
enhancement update

libkcapi bug fix and enhancement
update

sudo bug fix and enhancement update

tpm2-tss bug fix and enhancement
update

iproute bug fix and enhancement
update

filesystem bug fix and enhancement
update

dracut bug fix and enhancement update

shadow-utils bug fix and enhancement
update

pam bug fix and enhancement update

initscripts bug fix and enhancement
update

kexec-tools bug fix and enhancement
update

firewalld bug fix and enhancement
update

subscription-manager bug fix and
enhancement update

procps-ng bug fix and enhancement
update

setup bug fix and enhancement update

openldap bug fix and enhancement
update

chkconfig bug fix and enhancement
update
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bugfix
bugfix
bugfix
bugfix
bugfix
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security
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coreutils bug fix and enhancement
update

dbus bug fix and enhancement update

1z4 bug fix and enhancement update

gssproxy bug fix and enhancement
update

openssh bug fix and enhancement
update

ledmon bug fix and enhancement
update

python-setuptools bug fix and
enhancement update

abrt bug fix and enhancement update

net-tools bug fix and enhancement
update

nftables bug fix update
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selinux-policy bug fix and enhancement v4.14 -

update
tzdata enhancement update

Important: kernel security and bug fix
update

tzdata enhancement update

Important: virt:rhel security update
Important: httpd:2.4 security update
Important: librepo security update
Moderate: libcroco security update
libpq bug fix and enhancement update

dnf-plugins-core bug fix update
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bugfix
bugfix
bugfix
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security
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security

security

security

security
security

security
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RHSA-
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RHSA-
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zlib bug fix and enhancement update

libteam bug fix and enhancement
update
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v4.16,CB7.1.0
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selinux-policy bug fix and enhancement |v4.14 -

update

bind bug fix and enhancement update
kernel bug fix update

sos bug fix and enhancement update

initscripts bug fix and enhancement
update

subscription-manager bug fix and
enhancement update

device-mapper-multipath bug fix and
enhancement update

device-mapper-multipath bug fix and
enhancement update

ca-certificates bug fix and enhancement

update

Moderate: nss and nspr security, bug
fix, and enhancement update

shim bug fix and enhancement update

Moderate: kernel security and bug fix
update

Moderate: grub2 security update

Moderate: container-tools:rhel8
security, bug fix, and enhancement
update

Important: dbus security update

Moderate: NetworkManager security
and bug fix update

Important: kernel security, bug fix, and

enhancement update
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bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
enhancement
security
bugfix
bugfix
bugfix
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bugfix
security
security
bugfix

security
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open-vm-tools bug fix and
enhancement update
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v4.16,CB7.1.0

selinux-policy bug fix and enhancement |v4.14 -

update

iptables bug fix and enhancement
update

net-snmp bug fix and enhancement
update

yum bug fix and enhancement update

grub2 bug fix and enhancement update

systemd bug fix and enhancement
update

Important: virt:rhel security update

Important: nghttp2 security update
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microcode ctl bug fix and enhancement v4.14 -

update

Important: gnutls security update

sos bug fix and enhancement update
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selinux-policy bug fix and enhancement |v4.14 -

update

subscription-manager bug fix and
enhancement update

coreutils bug fix and enhancement
update

initscripts bug fix and enhancement
update

Moderate: microcode ctl security, bug
fix and enhancement update

Important: kernel security and bug fix
update

container-tools:rhel8 bug fix update

Important: unbound security update
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Important: bind security update

dnsmasq bug fix update

Important: kernel security and bug fix

update

Important: libreswan security update
Moderate: gnutls security update
Important: git security update

tzdata enhancement update

Important: container-tools:rhel8

security update

Moderate: python-pip security update

Moderate: e2fsprogs security, bug fix,
and enhancement update

Moderate: ibus and glib2 security and

bug fix update

Moderate: samba security, bug fix, and
enhancement update

Moderate: gcc security and bug fix

update

Moderate: bind security, bug fix, and
enhancement update

Moderate: openssl security and bug fix

update

Low: glibc security, bug fix, and
enhancement update

Moderate: libxml2 security update

Moderate: sqlite security and bug fix

update

Moderate: sudo security, bug fix, and
enhancement update

Low: binutils security and bug fix

update
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strace bug fix and enhancement update

linux-firmware bug fix and
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libcomps bug fix and enhancement
update

diffutils bug fix and enhancement
update

which bug fix and enhancement update

pigz bug fix and enhancement update

subscription-manager bug fix and
enhancement update

cryptsetup bug fix and enhancement
update

NetworkManager bug fix and
enhancement update

python-ply bug fix and enhancement
update

python-cryptography bug fix and
enhancement update

libselinux bug fix and enhancement
update

rpcbind bug fix and enhancement
update
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update
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net-snmp bug fix and enhancement
update

postfix bug fix and enhancement update

libcap-ng bug fix and enhancement
update

audit bug fix and enhancement update
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libteam bug fix and enhancement
update
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gssproxy bug fix and enhancement
update

libstoragemgmt bug fix and
enhancement update

rsync bug fix and enhancement update

initscripts bug fix and enhancement
update

polkit bug fix and enhancement update

dmidecode bug fix and enhancement
update

kpatch bug fix update

python-urllib3 bug fix and
enhancement update

psmisc bug fix and enhancement update

iproute bug fix and enhancement
update

Im_sensors bug fix and enhancement
update

kexec-tools bug fix and enhancement
update

vdo and kmod-kvdo bug fix and
enhancement update

ModemManager bug fix and
enhancement update

pam bug fix and enhancement update

policycoreutils bug fix and
enhancement update

libcap bug fix and enhancement update

krb5 bug fix and enhancement update
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update
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zlib bug fix and enhancement update
setup bug fix and enhancement update

ipcalc bug fix and enhancement update

rng-tools bug fix and enhancement
update

dracut bug fix and enhancement update

newt bug fix and enhancement update

redhat-release bug fix and enhancement
update

libmaxminddb bug fix and
enhancement update

insights-client bug fix and enhancement
update

redhat-rpm-config bug fix and
enhancement update

plymouth bug fix and enhancement
update

man-pages-overrides bug fix and
enhancement update

fribidi bug fix and enhancement update

libblockdev bug fix and enhancement
update

libbytesize bug fix and enhancement
update

vsftpd bug fix and enhancement update

perl-10-Socket-SSL bug fix and
enhancement update

tigervnc bug fix and enhancement
update

hyperv-daemons bug fix update

nss bug fix and enhancement update
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xorg X11 server and driver bug fix and

enhancement update

openscap bug fix and enhancement
update

python-rpm-macros bug fix and
enhancement update

scap-security-guide bug fix and
enhancement update

tigervnc bugfix and enhancement
update

Important: git security update

Moderate: tigervnc security update

Important: container-tools:rhel8
security and bug fix update

Moderate: kernel security and bug fix
update

Important: virt:rhel security and bug fix

update
sssd bug fix and enhancement update

net-snmp bug fix and enhancement
update

openssl bug fix and enhancement
update

systemd bug fix and enhancement
update

kmod-kvdo bug fix and enhancement
update

binutils bug fix and enhancement
update

nftables bug fix and enhancement
update

firewalld bug fix and enhancement
update

coreutils bug fix update

rpm bug fix update
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kexec-tools bug fix and enhancement
update

insights-client bug fix and enhancement
update

Important: ipmitool security update
Important: zsh security update

Important: icu security update

Important: systemd security and bug fix
update

Important: sudo security update

Important: container-tools:rhel8
security, bug fix, and enhancement
update

Important: kernel security and bug fix
update

Moderate: grub2 security update

libpq bug fix and enhancement update

perl-DBD-Pg:3.7 bug fix and
enhancement update

openldap bug fix update
openssh bug fix update
binutils bug fix update

tuned bug fix update

glibc bug fix update
policycoreutils bug fix update

systemd bug fix update
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bugfix
security
security
security
bugfix
security
security
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

enhancement
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2020:0332

RHSA-

2020:0279

RHSA-

2020:0273

RHSA-

2020:0271

RHBA-

2020:0247

RHSA-

2019:4361

RHSA-

2019:4356

RHSA-

2019:4269

RHBA-

2019:4282

RHBA-

2019:4280

RHBA-

2019:4279
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2019:4278
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2019:4277

RHBA-

2019:4276

RHBA-

2019:4274

RHBA-

2019:4272

RHBA-

2019:4271

RHBA-

2019:4270

RHBA-

2019:4244

RHEA-

2019:4194

tigervnc bug fix update

Moderate: virt:rhel security update

Important: sqlite security update

Important: libarchive security update

net-snmp bug fix update
Important: fribidi security update

Important: git security update

Important: container-tools:rhel8
security and bug fix update

kernel bug fix update
kexec-tools bug fix update
NetworkManager bug fix update
sos bug fix update

dracut bug fix update

systemd bug fix update

virt:rhel bug fix update

wget bugfix update

mesa bug fix update
open-vm-tools bug fix update

setup bug fix update
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v4.16,CB7.1.0

microcode ctl bug fix and enhancement v4.14 -

update

v4.16,CB7.1.0
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security
security
security
enhancement
enhancement
bugfix
bugfix
bugfix
security
security
security
security
security
security
security
security
security
security
security

security

RHSA-
2019:4114

RHSA-
2019:3871

RHSA-
2019:3832

RHEA-
2019:3845

RHEA-
2019:3779

RHBA-

2019:3784

RHBA-

2019:3778

RHBA-

2019:3737

RHSA-

2019:3707

RHSA-

2019:3706

RHSA-

2019:3705

RHSA-

2019:3702

RHSA-

2019:3701
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RHSA-
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RHSA-

2019:369%4

RHSA-

2019:3651

RHSA-

2019:3643

RHSA-

2019:3624

RHSA-

2019:3600

Important: nss security update
Important: kernel security update

Important: kernel security update
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v4.16,CB7.1.0

v4.14 -
v4.16,CB7.1.0

microcode ctl bug fix and enhancement |v4.14 -

update

ca-certificates enhancement update
dnsmasq bug fix update

hwdata bug fix update

sos bug fix update

Moderate: dbus security update

Moderate: lua security and bug fix

update

Moderate: libjpeg-turbo security update

Moderate: openssh security, bug fix,
and enhancement update

Moderate: curl security and bug fix

update

Low: openssl security, bug fix, and
enhancement update

Moderate: libarchive security and bug

fix update

Important: sudo security update

Low: sssd security, bug fix, and
enhancement update

Low: gettext security update

Moderate: libseccomp security, bug fix,
and enhancement update

Moderate: gnutls security, bug fix, and
enhancement update
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2019- RHSA- Moderate: systemd security, bug fix, |v4.14 -

11-05 Seeurity 2019:3592  \and enhancement update v4.16,CB7.1.0
2019- securit RHSA- Moderate: python-urllib3 security v4.14 -
11-05 Y 2019:3590  |update v4.16,CB7.1.0
2019- securit RHSA- Moderate: yum security, bug fix, and | v4.14 -
11-05 Y 2019:3583  enhancement update v4.16,CB7.1.0
2019- securit RHSA- Moderate: samba security, bug fix, and |v4.14 -
11-05 MM 12019:3582  |enhancement update v4.16,CB7.1.0
2019- securit RHSA- Low: elfutils security, bug fix, and v4.14 -
11-05 y 2019:3575 enhancement update v4.16,CB7.1.0
2019- securit RHSA- Low: GNOME security, bug fix,and  |v4.14 -
11-05 y 2019:3553  enhancement update v4.16,CB7.1.0
2019- . RHSA- L . v4.14 -
11-05 security 2019-3552 Low: bind security and bug fix update v4.16,CB7.1.0
2019- securit RHSA- Moderate: glib2 security, bug fix, and  |v4.14 -
11-05 [>eCHY 2019:3530  |enhancement update v4.16,CB7.1.0
2019- securit RHSA- Moderate: dhcp security and bug fix v4.14 -
11-05 Y 2019:3525  |update v4.16,CB7.1.0
2019- it RHSA- Moderate: python3 security and bug fix v4.14 -
11-05 Uy 2019:3520  lupdate v4.16,CB7.1.0
2019- securit RHSA- Important: kernel security, bug fix, and |v4.14 -
11-05 uity 2019:3517  |enhancement update v4.16,CB7.1.0
2019- securit RHSA- Moderate: glibc security, bug fix, and |v4.14 -
11-05 UMY 2019:3513  |enhancement update v4.16,CB7.1.0
2019- securit RHSA- Moderate: httpd:2.4 security and bug  v4.14 -
11-05 Y 2019:3436  fix update v4.16,CB7.1.0
2019- . RHSA- e . v4.14 -
11-05 security 2019:3419 Moderate: libtiff security update v4.16.CB7.1.0
2019- ) RISA- Importan{): co?tamer(itoo}lls:rhelié t va.14 -
11.05 security 2019-3403  Security, bug fix, and enhancemen v4.16,CB7.1.0
= |update
2019- it RHSA- Low: libreswan security and bug fix v4.14 -
11-05 ey 2019:3391  [update v4.16,CB7.1.0
2019- securit RHSA- Low: virt:rhel security, bug fix, and v4.14 -
11-05 Y 2019:3345 enhancement update v4.16,CB7.1.0
2019- enhancement RHEA- microcode ctl bug fix and enhancement v4.14 -
11-05 2019:3690  |update v4.16,CB7.1.0
2019- RHEA- nftables bug fix and enhancement v4.14 -
enhancement

11-05 2019:3659  |update v4.16,CB7.1.0
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RHEA-
2019:3640

RHEA-
2019:3635

RHEA-
2019:3608

RHEA-
2019:3602

RHEA-
2019:3589

RHEA-
2019:3585

RHEA-
2019:3577

RHEA-
2019:3573

RHEA-
2019:3572

RHEA-
2019:3571

RHEA-

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

2019:3568

RHEA-

enhancement

2019:3564

RHEA-

enhancement

2019:3559

RHEA-

enhancement

2019:3557

RHEA-

enhancement

2019:3539

RHEA-

enhancement

2019:3535

RHEA-

enhancement

2019:3448

RHEA-

enhancement

2019:3397

RHEA-

enhancement

2019:3378

RHEA-

enhancement

2019:3371

sos bug fix and enhancement update

firewalld bug fix and enhancement
update

libaio bug fix and enhancement update

iproute bug fix and enhancement
update

chrony bug fix and enhancement update

rdma bug fix and enhancement update

libmodulemd bug fix and enhancement
update

iptables bug fix and enhancement
update
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microcode ctl bug fix and enhancement |v4.14 -

update
libldb bug fix and enhancement update

ledmon bug fix and enhancement
update

libtdb bug fix and enhancement update

libtevent bug fix and enhancement
update

libtalloc bug fix and enhancement
update

libcap bug fix and enhancement update

ethtool bug fix and enhancement update

perl-Net-SSLeay and perl-IO-Socket-
SSL bug fix and enhancement update

alsa-lib bug fix and enhancement
update

Imdb bug fix and enhancement update

rsyslog bug fix and enhancement
update
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enhancement
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
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bugfix
bugfix
bugfix
bugfix
bugfix

bugfix
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RHBA-
2019:3697
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2019:3696

RHBA-
2019:3693

RHBA-
2019:3692

RHBA-
2019:3689

RHBA-
2019:3687

RHBA-

2019:3679

RHBA-

2019:3678

RHBA-

2019:3675

RHBA-

2019:3674

RHBA-

2019:3671

RHBA-

2019:3669

RHBA-
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RHBA-

2019:3666

RHBA-

2019:3665

RHBA-

2019:3663

RHBA-

2019:3662

RHBA-

2019:3661

systemtap bug fix and enhancement
update

libmodulemd bug fix update

yum bug fix update

python-requests bug fix update
samba bug fix update

sos bug fix update

Oday SELinux fix for Insights Client

parted bug fix and enhancement update

mcelog bug fix and enhancement
update

v4.14 -
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squashfs-tools bug fix and enhancement |v4.14 -

update

openldap bug fix and enhancement
update

postfix bug fix and enhancement update

irgbalance bug fix and enhancement
update

rpebind bug fix and enhancement
update

mtr bug fix and enhancement update

libtirpc bug fix and enhancement
update

libndp bug fix and enhancement update

libreport bug fix and enhancement
update

iputils bug fix and enhancement update

polkit bug fix and enhancement update
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libpcap bug fix and enhancement
update

python-setuptools bug fix and
enhancement update

libssh bug fix and enhancement update

redhat-logos bug fix and enhancement
update

numactl bug fix and enhancement
update

lvm2 bug fix and enhancement update
libuser bug fix and enhancement update

libffi bug fix and enhancement update

cyrus-sasl bug fix and enhancement
update

adcli bug fix and enhancement update

vim bug fix and enhancement update

authselect bug fix and enhancement
update

gmp bug fix and enhancement update

crypto-policies bug fix and
enhancement update

strace bug fix and enhancement update

kpatch bug fix and enhancement update

trousers bug fix and enhancement
update

blktrace bug fix and enhancement
update

tuned bug fix and enhancement update

mdadm bug fix and enhancement
update
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libstoragemgmt bug fix and
enhancement update

xfsprogs bug fix and enhancement
update

python-schedutils bug fix and
enhancement update

python-linux-procfs bug fix and
enhancement update

NetworkManager bug fix and
enhancement update

audit bug fix and enhancement update

libidn2 bug fix and enhancement
update

shim bug fix and enhancement update

shadow-utils bug fix and enhancement
update

cups bug fix and enhancement update

dbus-python bug fix and enhancement
update

libdb bug fix and enhancement update

initscripts bug fix and enhancement
update

device-mapper-persistent-data bug fix
and enhancement update

libgerypt bug fix and enhancement
update

dracut bug fix and enhancement update

util-linux bug fix and enhancement
update

sg3 utils bug fix and enhancement
update

iprutils bug fix and enhancement
update

sudo bug fix and enhancement update
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hwdata bug fix and enhancement
update

cronie bug fix and enhancement update
bash bug fix and enhancement update

ipset bug fix and enhancement update

ModemManager bug fix and
enhancement update

python-pip bug fix and enhancement
update

grub2 bug fix and enhancement update

grubby bug fix and enhancement
update

rpm bug fix and enhancement update

e2fsprogs bug fix and enhancement
update

icu bug fix and enhancement update

nfs-utils bug fix and enhancement
update

device-mapper-multipath bug fix and
enhancement update

setools bug fix and enhancement update

net-snmp bug fix and enhancement
update

cryptsetup bug fix and enhancement
update

Im_sensors bug fix and enhancement
update

gce bug fix and enhancement update

gzip bug fix and enhancement update

subscription-manager bug fix and
enhancement update
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libteam bug fix and enhancement
update

Ishw bug fix and enhancement update

vdo bug fix and enhancement update
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selinux-policy bug fix and enhancement v4.14 -

update

perl-Socket bug fix and enhancement
update

rsync bug fix and enhancement update

redhat-release bug fix and enhancement
update

python-dmidecode bug fix and
enhancement update

dmidecode bug fix and enhancement
update

kexec-tools bug fix and enhancement
update

checkpolicy bug fix and enhancement
update

policycoreutils bug fix and
enhancement update

libsemanage bug fix and enhancement
update

libselinux bug fix and enhancement
update

kmod bug fix and enhancement update

libsepol bug fix and enhancement
update

perl-Math-BigInt bug fix and
enhancement update

linux-firmware bug fix and
enhancement update

ima-evm-utils bug fix and enhancement
update

irgbalance bug fix and enhancement
update
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bugfix
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2019:3516
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2019:3515
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2019:3500
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2019:3396

RHBA-
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krb5 bug fix and enhancement update

gssproxy bug fix and enhancement
update

binutils bug fix and enhancement
update

volume key bug fix and enhancement
update

nss bug fix and enhancement update

ldns bug fix and enhancement update

dnsmasq bug fix and enhancement
update

tigervnc bug fix and enhancement
update

satellite-5-client module update

udisks2 bug fix and enhancement
update

scap-security-guide bug fix and
enhancement update

openscap bug fix and enhancement
update

git bug fix and enhancement update

libblockdev bug fix and enhancement
update

X libraries bug fix and enhancement
update

man-pages-overrides bug fix and
enhancement update

open-vm-tools bug fix update

redhat-rpm-config bug fix and
enhancement update

criu bug fix and enhancement update

mesa and DRM bug fix and
enhancement update
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bugfix
bugfix
bugfix
bugfix
security
bugfix
security
security
bugfix
bugfix
bugfix
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bugfix
bugfix
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bugfix

bugfix
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2019:3365

RHBA-

2019:3337

RHBA-

2019:3332

RHBA-

2019:3243

RHSA-

2019:2893

RHBA-

2019:2871

RHSA-

2019:2827

RHSA-

2019:2703

RHBA-

2019:2725

RHBA-

2019:2723

RHBA-

2019:2715
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2019:2712
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2019:2711
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2019:2706
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libblockdev bug fix and enhancement
update

perl:5.24 bug fix and enhancement
update

nmap bug fix and enhancement update
dracut bug fix update

Important: httpd:2.4 security update
tzdata enhancement update

Important: kernel security update

Important: kernel security and bug fix
update

Bug fixes for Red Hat Insights client
container-tools:rhel8 bug fix update
virt:rhel bug fix update

grub2 bug fix update

nfs-utils bug fix update

sudo bug fix update

rpm bug fix update

initscripts bug fix update

bash bug fix update

net-snmp bug fix update
kmod-kvdo bug fix update

nfs-utils bug fix update
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bugfix
security
security
security
security
security
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
enhancement
security

bugfix

RHBA-

2019:2702

RHSA-
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RHSA-

2019:1714

RHSA-

2019:1619

RHEA-

2019:1611

RHSA-

2019:1580

RHBA-

2019:1540

selinux-policy bug fix update
Important: nghttp2 security update

Important: pango security update

Important: subversion:1.10 security
update

Important: kernel security update

Important: kernel security, bug fix, and

enhancement update

Moderate: nss and nspr security, bug
fix, and enhancement update

kmod-kvdo bug fix update

sos bug fix update

rpm bug fix update

python3 bug fix update
container-tools:rhel8 bug fix update

satellite-5-client module update

device-mapper-multipath bug fix and
enhancement update

tzdata enhancement update
Important: bind security update

Important: vim security update
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microcode_ctl bug fix and enhancement v4.14 -

update

Important: virt:rhel security update

sos bug fix update
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bugfix
bugfix
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security
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2019:1268
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RHEA-
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RHSA-

2019:1145

RHSA-

2019:0997

RHSA-

2019:0990

RHSA-

2019:0983

RHSA-

2019:0980

RHSA-

2019:0975

RHBA-
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iptables bug fix update
selinux-policy bug fix update
net-snmp bug fix update
systemd bug fix update

setup bug fix update

virt:rhel bug fix update

Important: kernel security and bug fix
update

microcode_ctl enhancement update
Important: virt:rhel security update

Important: virt:rhel security update

Important: kernel security and bug fix
update

microcode_ctl enhancement update
Important: bind security update

Important: python3 security update

Moderate: systemd security and bug fix

update

Important: wget security update

Important: httpd:2.4 security update

Important: container-tools:rhel8
security and bug fix update

shim bug fix update

kmod bug fix update
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nfs-utils bug fix update

libdnf bug fix update

tzdata bug fix and enhancement update
p11-kit bug fix update

sssd bug fix update

vdo bug fix update

glibc bug fix and enhancement update

mesa bug fix update
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