UDP Broadcast on Machines with Multiple
Network Interfaces

By Mircea Neacsu

A few days ago our tech support department ran into an interesting problem that I think is
worth mentioning.

The customer (USCOE Galveston) has a new Win7 machine with two network interfaces. On
one interface they have the Applanix POSM/V and on the other interface they have the
ODOM CV-3 echosounder. As long as the POSM/V is disconnected everything works fine.
As soon as the POSM/V is connected, the ODOM does not receive Start/Stop command and
annotation strings from HYPACK.

The communication with the ODOM echosounder is done using broadcast UDP packets on
port number 1600 for reading and 1601 for sending commands to the echosounder. The
driver always uses the local broadcast address 255.255.255.255.

A bit of Googling let me discover a few strange facts about broadcasting on Windows®
machines:

* On XP machines, the broadcast packets are sent on all interfaces but with the IP
address of the first interface. For example, imagine this network configuration (order is
important):

e Adapter 1: IP address "192.168.0.1°
e Adapter 2: IP address "10.0.0.1°
e Adapter 3: IP address "172.17.0.1°

When a broadcast is sent, the following packets will be sent (with source and
destination IP addresses):

e On adapter 1: "192.168.0.1° => "255.255.255.255™: OK
e On adapter 2: 192.168.0.1° => "255.255.255.255": bad source IP address
e On adapter 3: '192.168.0.1° => "255.255.255.255": bad source |IP address

The bad source IP address is important only if the other side must reply to the sender
because the return packet might not be properly routed. The machine receiving the
broadcast on network 10.x.x.x will probably have no idea how to send to 192.168.0.1.

 On Windows® 7 machines, broadcast seems to be controlled by the IP route table.

TABLE 1. IPv4 Route Table

Active Routes:

Network Destination Netmask Gateway Interface Metric
0.0.0.0 0.0.0.0 10.202.254.254 10.202.1.2 286

0.0.0.0 0.0.0.0 192.168.0.1 192.168.0.3 10
10.202.0.0 255.255.0.0 On-link 10.202.1.2 286
10.202.1.2 255.255.255.255 On-link 10.202.1.2 286
10.202.255.255 255.255.255.255 On-1ink 10.202.1.2 286
127.0.0.0 255.0.0.0 On-link 127.0.0.1 306
127.0.0.1 255.255.255.255 On-link 127.0.0.1 306
127.255.255.255 255.255.255.255 On-1ink 127.0.0.1 306
192.168.0.0 255.255.255.0 On-link 192.168.0.3 266
192.168.0.3 255.255.255.255 On-link 192.168.0.3 266
192.168.0.255 255.255.255.255 On-1ink 192.168.0.3 266
224.0.0.0 240.0.0.0 On-link 127.0.0.1 306
224.0.0.0 240.0.0.0 On-link 192.168.0.3 266
224.0.0.0 240.0.0.0 On-1ink 10.202.1.2 286
255.255.255.255 255.255.255.255 On-link 127.0.0.1 306
255.255.255.255 255.255.255.255 On-link 192.168.0.3 266
255.255.255.255 255.255.255.255 On-1ink 10.202.1.2 286

February / 2012



The 255.255.255.255 routes control broadcast packets. In this situation, broadcast
packets will be sent via the *192.168.0.3" because it has the lower metric... but not to the
other interfaces.

(As | said before, | didn't discover this myself; it is based on the information from http://
social.technet.microsoft.com/Forums/en-US/w7itpronetworking/thread/72e7387a-9f2c-4bf4-
a004-c89ddde1c8aal.)

The gentleman who researched this, went ahead and created a small program that listens on
the local interface 127.0.0.1 and re-sends any broadcast message to all interfaces except the
preferred one. The program can be downloaded from http://winipbroadcast.e-t172.net/
releases/WinlPBroadcast-1.2.exe.

To test how this works, | setup a hardware configuration where one device is set to broadcast
UDP messages:

FIGURE 1. Configuring UDP Output
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If | start Wireshark and capture the packets sent on the default interface, | see the expected
output:
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FIGURE 2.
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FIGURE 3. Expected Output

B BDEIXESE Ae®sTF L laqaf @E Mm% 8

Filter: Expression... Clear Apply

No. Time Source Destination Protocel Length Info
10. .3.2 72 Source : idonix-metanet Destination port: hsl-storm |
21.014032 192.168.3.2 255.255.255.255 uopP 72 Source port: idonix-metanet Destination port: hsl-storm
3 2.028018 192.168.3.2 255.255.255.255 uopP 72 Source port: idonix-metanet Destination port: hsl-storm
4 3.042130 192.168.3.2 255.255.255.255 uppP 72 source port: idonix-metanet Destination port: hsl-storm |
54.056151 192.168.3.2 255.255.255.255 uppP 72 source port: idonix-metanet Destination port: hsl-storm il
6 5.069160 192.168.3.2 255.255.255.255 uppP 72 source port: idonix-metanet Destination port: hsl-storm
7 6.083201 192.168.3.2 255.255.255.255 uppP 72 source port: idonix-metanet Destination port: hsl-storm i
8 7.097188 192.168.3.2 255.255.255.255 uppP 72 source port: idonix-metanet Destination port: hsl-storm

< . |
Frame 1: 72 bytes on wire (576 bits), 72 bytes captured (576 bits) i
Ethernet II, Src: Pegatron_a6:cc:fb (e0:69:95:a6:cc:fb), Dst: Broadcast (ff:ff:ff:ff:ff:ff) |
Internet Protocol Version 4, Src: 192.168.3.2 (192.168.3.2), Dst: 255.255.255.255 (255.255.255.255) i
User Datagram Protocol, Src Port: idonix-metanet (2112), Dst Port: hsl-storm (2113) i
Data (30 bytes) i
I
o000 ff ff ff ff ff ff e0 69 95 a6 cc fb 08 00 45 00  .......1 ...... E.
0010 00 3a 62 a5 00 00 80 11 14 64 cO a& 03 02 ff ff .ib e N
0020 ff ff 08 40 08 41 00 26 5b ba 32 33 36 38 35 39 ...@.A.& [.236859 i
0030 2e 30 30 230 30 30 30 20 33 39 38 30 37 35 23 Ze . 000000 3980753. N
0040 30 30 30 20 20 20 Od 0Oa 000000. . il
N
i
I
Il
M
OlFiIe: "C\Users\mircea\AppData‘Local\Temp'wireshark_5619... |Pa:kets:EDisplayad:EMarkad:U Dropped: 0 Profile: Default I
= — = = — = =

If | start the same capture on another interface, | don't receive anything.
Now [ start the WinlPBroadcast program and, lo and behold, the packets start should up:
FIGURE 4. the source IP address has changed to reflect the IP address of the second NIC card

i VMware Virtual Ethernet Adapter (udp port 2113)

File Edit View Go Capture Analyze Statistics Ta\ephon! Tools Internals Help
Sy BDEXELE AT L e f @EEm% B

Filter: Expression... Clear Apply

No. Time Source Destination Protocol Length Info

1 0.000000 192.168.217.1 255.255.255.255 uppP 72 Source port: idonix-metanet Destination port: hsl-storm
2 1.014022 192.168.217.1 255.255.255.255 uppP 72 source port: idonix-metanet Destination port: hsl-storm
3 2.028014 192.168.217.1 255.255.255.255 uppP 72 source port: idonix-metanet Destination port: hsl-storm
4 3.042228 192.168.217.1 255.255.255.255 uppP 72 source port: idonix-metanet Destination port: hsl-storm
54.056226 192.168.217.1 255.255.255.255 uop 72 source port: idonix-metanet Destination port: hsl-storm

< . v

Frame 1: 72 bytes on wire (576 bits), 72 bytes captured (576 bits)

Ethernet II, Src: vmware_c0:00:08 (00:50:56:c0:00:08), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

Internet Protocol version 4, src: 192.168.217.1 (192.168.217.1), Dst: 255.255.255.255 (255.255.255.255)
# User Datagram Protocol, src Port: idonix-metanet (2112), Dst Port: hsl-storm (2113)

pata (30 byrtes)

0000 ff £f ff ff £ff ff 00 50 56 c0 00 03 08 00 45 00
0010 00 2a Ob ae 00 00 80 11 95 5b cO a8 d9 01 ff ff
0020 ff ff 08 40 08 41 00 26 85 ba 32 33 36 38 35 39

0030 2e 30 30 30 30 30 30 20 33 39 38 30 37 35 33 2e -DDDDD 3980753,
0040 30 30 30 30 30 20 Od 0a 000000. .
Ol File: "C\Users\mircea\AppData‘local\Temp'wireshark_2B85... | Packets: 5 Displayed: 5 Marked: 0 Dropped: 0 Profile: Default




Notice how the source IP address has changed to reflect the IP address of the second NIC
card.

Is everything perfect? Unfortunately not! If the source port number is the same as the
destination port number (notice the same port number for read and write) then
WinlPBroadcast does not send the packets on the other interfaces; they get sent just on the
primary NIC.

FIGURE 5. Read and Write Port Have the Same Address
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| still don’t know why people would use multiple network interfaces on their data acquisitions
machines. It makes for a more complicated setup with more wires and more chances of
messing something up for the doubtful benefit of not using a $50 network switch. However, if
this is your configuration, be forewarned that you might run into trouble and you might have to
use the small program mentioned before to solve problems with broadcast datagrams.
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